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Resumen

Las ciudades y los edificios inteligentes han despertado recientemente una gran atencién.
Estas tecnologias proporcionan entornos inteligentes considerando el uso de tecnologias
como la Internet de las Cosas y la Inteligencia Ambiental. Los entornos inteligentes permiten
mejorar la calidad de vida y el bienestar de las personas, satisfaciendo sus demandas y

necesidades.

Para ello, los entornos inteligentes pueden personalizar y mejorar sus servicios teniendo
en cuenta las opiniones, elecciones y preferencias de los usuarios. Este proceso se conoce
como el empoderamiento de los usuarios o ‘democratizacién’. Ademds, los entornos in-
teligentes proporcionan normalmente servicios compartidos. Por tanto, deben ser capaces

de maximizar el bienestar de multiples usuarios considerando preferencias individuales.

Este trabajo de fin de méster implementa una plataforma de votacién que permite a los
usuarios de un entorno inteligente expresar sus preferencias sobre los servicios. Para ello
se utiliza la tecnologia blockchain, la cual permite desplegar plataformas de comunicacion
segura. La funcionalidad de la plataforma es proporcionada por la implementaciéon de un
modelo de Eleccién Social. Este modelo proporciona métodos de votacién que permiten
considerar las preferencias individuales de los usuarios para obtener una representacion
global. Ademaés, una ontologia es definida. Esta es utilizada por la plataforma de votacién
para mejorar la comprension de la informaciéon proporcionada y facilitar asi la integracién

con otros sistemas.

Ademds, se disefia e implementa una aplicacién movil. Esta aplicacién puede ser uti-
lizada por los usuarios del entorno inteligente para usar la plataforma de votacién. Por
ultimo, realizar un despliegue de Internet de las Cosas y de Inteligencia Ambiental implica
un considerable coste econémico y de tiempo. Por esta razon, se implementa un modelo de
simulacién. Este se utiliza para estudiar los métodos de votacion en un caso de uso basado

en la mejora del confort térmico de los ocupantes de un edificio inteligente.

Palabras clave: Blockchain, Hyperledger Sawtooth, Sistema de votacién, Métodos de

Eleccién Social, Aplicacién moévil, React Native, Simulaciéon y Modelado, Ontologia
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Abstract

Smart cities and smart buildings have attracted recently considerable attention. They
provide smart environments considering the use of technologies such as the Internet of
Things and Ambient Intelligence. Smart environments enable to improve the quality of life

and well-being of the people satisfying their demands and needs.

For this, smart environments can personalise and improve their services considering
opinions, choices and preferences of the users. This process is known as the empowerment
of the users or ‘democratisation’. In addition, smart environments provide usually shared
services. Thus, they should be able to maximise the welfare of multiple users considering

individual preferences.

This master thesis implements a voting platform which allows users of a smart environ-
ment to express their preferences about services. For this, blockchain technology is used.
It provides secure communication platforms. The functionality of the platform is provided
by the implementation of a Social Choice model. It provides voting methods which enable
to consider individual preferences to obtain an overall social representation. Moreover, an
ontology is defined. It is used by the voting platform in order to improve the understanding

of the information provided and facilitate the integration with other systems.

In addition, a mobile application is designed and implemented. It can be employed by
the users of the smart environment to use the voting platform. Finally, approaching an
Internet of Things and Ambient Intelligence deployment involves a considerable economic
and time cost. Because of this, a model of simulation is implemented. It is used to study
voting methods in a case of use based on improving the thermal comfort of occupants in a

smart building.

Keywords: Blockchain, Hyperledger Sawtooth, Voting system, Social Choice methods,
Mobile application, React Native, Simulation and Modelling, Computer Ontology
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CHAPTER

Introduction

This chapter introduces the context and the motivation of the project, including a brief
overview of all the different parts that are discussed. It also breaks down a series of objectives
which has been carried out during the realisation of the project. Moreover, it introduces the

structure of the document with an overview of each chapter.



CHAPTER 1. INTRODUCTION

1.1 Context and motivation

During the last years, smart cities have attracted considerable attention [1]. This is be-
cause they provide solutions in diverse domains, such as mobility, environment, economy,
governance and quality of life [2]. In order to smart cities achieves their goals optimally,
citizens should be involved in the process of design, implementation and configuration of

the services [1].

Citizens can participate in the definition, development and improvement of smart city
services by sharing information, feedback, preferences and opinions. This process is known
as the empowerment of citizens or ‘democratisation’ [3]. Furthermore, smart cities can
personalise and improve their services considering the opinions, choices or preferences of

the citizens [4].

These considerations aim to meet citizens’ needs and demands, enabling smart cities to
improve the quality of life of citizens [2]. For this, some works [1, 3, 5, 6] proposes the idea
of platforms, which enable voting or debating processes, considering citizens’ opinion and

preferences.

The Internet of Things (IoT) is a technology usually used in smart cities [1]. The IoT
is a network of physical object that consists of sensors, software and electronics which can
communicate with each other as well as with users [7]. In particular, it implements the
core implementation and enables solutions to the processing and analysing of data [2]. The
concepts of IoT and smart cities are so linked that some lines of research consider the use
of the term ‘Urban IoT’ [8].

The IoT leads to new opportunities for the Information and Communication Technolo-
gies sector, such as the interconnecting the physical and virtual environments [9]. One of
these opportunities is the development of Ambient Intelligence (AmlI) [10], which provides

smart cities sensitive, responsive and adaptive environments [11].

Smart buildings can be considered as components of smart cities [2]. A smart building
uses hardware, software and sensors for different automated or not intelligent operations,
such as lighting and HVAC System control [2]. For example, the energy consumption and
the comfort of occupants are parameters that can be monitored and operated in smart

buildings.

Some authors have described smart buildings as an interesting way to study smart



1.1. CONTEXT AND MOTIVATION

city deployments and services in a reduced and more controllable environment [8]. Similar
to smart cities, Aml is considered in buildings to enable reactive and adaptive operation
models [12, 13]. It enables the building to be aware of people’s preferences and actions,

customising requirements and improving well-being [10, 14].

AmlI in both smart cities and smart buildings can use information about people to offer
services that augment their quality of life [15]. In this situation, Aml systems need to
be aware of users’ preferences and needs. For example, an intelligent space can customise

lighting and temperature based on individual preferences.

Therefore, smart environments should not only offer a good service considering one user
preferences but also make a decision in an attempt to maximise the welfare of multiple users
when they use shared goods and services. For this, a solution is the consideration of Social
Choice (SC) theory [16, 17]. It states voting methods to combine individuals preferences

into overall social preferences.

For this, these voting methods allow individuals to choose a winning option or multiple
ranked winning options. In this manner, the collective opinion is reflected. This work
considers the definition and implementation of a SC model which enables to apply voting

methods.

As was stated before, a solution to democratise the smart cities is the use of platforms
which allow citizens to express their preferences and vote. Thus, these platforms can use
the information about preferences of people to apply voting methods, such as the provided
by SC theory. According to this, the design and implementation of a voting platform are

considered in this work.

Blockchain technology is one of the most promising technologies in the field of the elec-
tronic voting [18] and has been recently linked to infrastructures and services in smart
cities [19]. This is because it provides secure communication platforms, which have inter-
esting characteristics such as transparency, robustness, and audibility. For this reason, the

voting platform is implemented using the blockchain technology.

Furthermore, smart environments are usually composed of multiple and different sys-
tems [20]. Because of this, an ontology is defined in this work. This is used in the voting
platform to provide better access and interpretation of information to both humans and
other systems [21, 22]. In fact, the use of an ontology is a powerful tool to establish a

common ground to exchange data and to integrate different systems [23].
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In addition to the platform, a client which allow users to communicate with the voting
platform is required. In smart cities and smart buildings, there is a smart environment
receiving data mainly from people’s smartphones and from sensors [24]. They enable that

the services can be autonomously adjusted in real time.

Thus, smartphones are an important part of smart environments [8]. They provide
ways to interact with smart environments, such as using an IP connection over a data-link
service or a connection over Bluetooth technology. In this work, a mobile application (i10S

and Android) is implemented to serve as a client of the voting platform.

As was commented before, smart buildings are an interesting way to study services and
deployments in smart cities. In particular, an important parameter that can be controlled
in smart buildings is the occupant comfort [25]. It is influenced by multiple aspects, such

as lighting, humidity, noise and temperature.

One of the most interesting aspects to study a model based on individual preferences
and a voting system is the temperature. This is because the temperature is a very relevant
factor in the comfort that can be ‘easily’ managed by controlling the Heating, Ventilation
and Air Conditioning system. Moreover, the comfort temperature value varies greatly
from one person to another [26]. Therefore, the case study considered in this work is a
smart building which configures the temperature in a room using temperature preferences

of occupants to apply voting methods.

Approaching an IoT environment to develop and experiment with different models is
quite attractive. However, deploying IoT systems involve considerable economic and time
costs. In addition, the system would be deployed before any assurance could be given of
the validity and usefulness of the proposed service model. Because of this, the use of a
simulation model provides a good approach to overcome these drawbacks and carry out

research for IoT applications [27].

Multi-Agent Systems (MAS) [28] are a method of simulation and modelling which have
been recently considered for the case of use proposed, occupancy thermal comfort research.
They could be defined as a collection of autonomous entities (agents), which evaluate and

make decisions in an environment following a set of rules [28].

MAS are used as a solution to model problems related to occupancy. In addition,
intelligent or not elements, such as sensors or equipment, can also be modelled as agents.
Furthermore, MAS are an outstanding solution to carry out voting systems studies [29, 30,

31]. This is because they are a suitable combination of social science and computing.
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This work implements and use a MAS to study the voting methods which are applied
in the blockchain voting platform. In particular, the MAS is used to study the case of
use proposed: a smart building where voting methods are applied to improve the thermal

comfort of occupants.
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1.2 Project goals

The main purpose of this master thesis is the design and implementation of a voting plat-
form. It allows users of smart environments (smart cities, smart buildings) to express their
preferences on the configuration of services. The platform has to meet certain requirements,

such as security and privacy. For this reason, the use of blockchain technology is considered.

In addition, a client which allows users to communicate with the voting platform should
be provided. As solution, a mobile application (Android and iOS) is designed and imple-
mented. Furthermore, an ontology is defined in this work. It is used in the voting platform

as a common ground to exchange data and to integrate it with other systems.

Before achieving these goals, voting methods must be modelled and implemented. In
particular, methods from Social Choice theory are considered. These voting methods are

used in the voting platform.

Moreover, another goal of this work is to implement and use a tool of simulation to
study a case of use proposed. This is based on the improvement of thermal comfort of
occupants in a smart building using voting methods. It enables to evaluate the voting
methods and supports the decisions relating to the implementation of the platform and the

mobile application.

According to the above, this master thesis has four goals, which are:

e Definition and implementation of a voting model which provides voting methods from

Social Choice theory.

e Implementation and use of a simulation tool to study a case of use in a smart building

using voting methods.
e Design and implementation of a voting platform using the blockchain technology.

e Design and implementation of a mobile application that allows users of an smart

environment to use the voting platform.

e As a secondary goal, an ontology is defined in this work, which is used in the voting

platform.
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1.3 Structure of this document

The remaining of this document (Chapter 1 is the Introduction) is structured as follows:

Chapter 2 presents a study of the state of the art. Thus, it reviews approaches,
methods, and technologies of interests to carry out this project, which are related to smart
environments, Social Choice theory, simulation models, blockchain technology, ontologies

and mobile technology.

Chapter 3 presents and describes the Social Choice model developed in this work. For
this, it considers the modelling of votes, and the definition of voting methods and evaluation

methods.

Chapter 4 describes the simulation model used to study the case of use proposed. In

addition, results obtained are presented.

Chapter 5 presents and describes the architecture of the voting platform implemented.
In addition, the component which provides the voting application is described. Finally, the

ontology proposed is presented.

Chapter 6 describes the mobile application implemented as a solution that can be used
as a client of the voting platform. Thus, this chapter describes the design, the implemen-

tation, the modules required and a description of a possible deployment.

Chapter 7 presents the closing sections of the document, which are the objectives

achieved, the most relevant conclusions, and future work.

Appendixes A and B approach the possible ethical, economic, social and environ-

mental impacts of this project and a economic budget.

Appendizxes C and D presents considerations of installation, use and documentation

of the systems developed in this work and a description of the ontology proposed.
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CHAPTER

State of Art

This chapter reviews approaches, methods, and technologies that have been considered as
solutions in similar work. In particular, this chapter includes the following sections. First,
a description of the smart environments and its relation with voting systems is presented.
Second, the Social Choice theory is reviewed. Third, the relevant aspects for the simulation
model are described. Fourth, the blockchain technology is approached. Fifth, the relevant

aspects of ontology are presented. Finally, a review of the technology used in the client is

presented.




CHAPTER 2. STATE OF ART

2.1 Smart environments and voting systems

During the last years, smart cities have attracted considerable attention [1]. As a simplis-
tic explanation, a smart city is a place where traditional networks and services are made
more flexible, efficient, and sustainable by using digital information and telecommunication

technologies [2].

In smart cities, information and communication technologies are intensely used in an
innovative manner. This enables to improve the city’s operations for the benefit of its
inhabitants by providing solutions in diverse domains, such as mobility, governance and

quality of life.

Citizens should be involved in the process of design, implementation and configuration
of the services in smart cities [1]. Moreover, some studies [1, 3, 4, 24, 5] investigate how
citizens can help transform a city into an efficient smart city through a democratic process.
These studies approach the notion of empowerment of citizens and ‘democratisation’ of
innovation and services: the citizens must be the centre of the implementation and the

benefits of the smart city projects.

Thus, citizens can share information, feedback, opinions and preferences to support
the definition, development and improvement of smart city services. In the information
systems research field, the participation of end-users in the design and improvement of
systems has often been considered as a key factor for system quality [1]. In fact, the citizen

democratisation approach in smart cities is already on the European agenda [5].

Smart cities improve and create new innovative city services that ultimately aim at
improving the experience and the way citizens live in the city [5]. Therefore, if a citizen
empowerment approach is not considered, the only innovative part is that technology is

based on reducing humans to objects that can be measured.

In this manner, they are used as inputs for the system to react according to general and
predefined behaviour, producing that citizens actually become disempowered and alienated.
The citizen empowerment emerges through three factors, which are transparency, flexibility,

and adaptation to individuals’ needs or preferences [5].

Therefore, to shift urban management toward a citizen orientation, smart cities must
personalise and improve the efficiency of their services considering the choices of the citi-

zens [4]. These considerations aim to meet citizens’ needs and demands, in order to achieve

10
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an actual and fluent interrelation among citizens, services, and infrastructure. In fact, one
essential attribute of smart cities is the improvement of the quality of life, which can be

measured in terms of citizens’ well-being and satisfaction [2].

In addition, governments and organisations must find ways to motivate citizens to use
urban services regularly. The efficiency of urban services improves when local governments

have better knowledge of citizens’ preferences and needs [4].

The emphasis on citizen participation in smart cities is related to the Open Government
and eGovernance movements, which argues that citizens should be at the centre of the
public life via the transparency of government, participation and collaboration [1]. For this,
the use of information and communications technology enables and engages that citizens
participate actively in decision-making processes using democratic services such as surveys

and online voting [32]

All these thoughts are related to the idea that smart city services should be at the service
of citizens. Moreover, one of the most important objectives of smart cities is to increase
their citizens’ quality of life [4]. Therefore, the opinion of citizens is essential information.
However, although the technical aspects of smart cities are being studied and covered by the

literature, the essential role of the end users (citizens) in the smart cities is often ignored [1].

To solve this problem, some works [1, 3, 5, 6] propose the idea of based on internet
platforms. It enables voting or debating processes, which collects citizens’ opinion. For
example, in [5] authors propose a system, named ‘Vote a lamppost’, based on citizens being
able to choose the level of illumination of streetlights close to them when they walk down

a street.

For this, a mobile application prototype is proposed, which enable citizens to vote the
suggestion up or down. If more than 50% votes up, the lamp will change state. The
empowering of citizens is provided by democratic ability to control street lighting. Authors
describe this voting system as an example of citizen empowerment by providing a democratic
ability to control street lighting. In addition, they affirm that this approach on services
originate a change of rules so they considering not only optimisation, such as reducing

energy consumption but also aspects of human convenience.

A different approached is proposed in [6]. In that work, authors propose a crowd-
sourcing platform, called CrowdSC, that connects citizens effectively to local government.
That platform lets citizens contribute to their community’s general well-being. In particular,

the platform allows users to vote the state (undamaged, damaged, very damaged) of a city

11
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public service element. Authors describe this approach as an elegant way to make cities
smarter since it fosters participation among citizens letting them take part in enhancing

their own environment.

Generally, the interest of smart cities is strongly linked with the rise of new information
technologies such as mobile devices, semantic web and the Internet of Things [1]. In partic-
ular, the Internet of Things (IoT) is the core implementation of smart cities [2]. It provides

integrated solutions which enable to process and analyse data.

The IoT [7, 2] is a network of physical objects that consists of sensors, software and
electronics which have the ability to communicate with each other as well as with users.
The convergence of information and communication technologies and the internet has pro-
duced rapid growth in interest and research in this technology. Smart cities are one of
the applications of IoT in the urban context, which makes cities efficient and responsive. It

promises to improve the performance of urban services and the quality of life of the citizens.

In fact, there are lines of research which use the term ‘Urban IoT’, which is specifically
designed to support the smart city vision [8, 33]. It aims at exploiting the most advanced
communication technologies to support added-value services for the administration of the
city and for the citizens using an enormous amount and variety of data generated. In
addition, ‘Urban IoT’ can be used to promote the actions of the local government toward
the citizens and vice-versa. In this manner, the active participation of the citizens in the

smart cities’ processes and services is stimulated [8].

The IoT leads to new opportunities for the information and communication technologies
sector, allowing new services and applications to take advantage of the interconnection of
the physical and virtual environments [9]. One of these opportunities is the application of
the principles of Ambient Intelligence (Aml) [10, 14, 12, 13], which deals with sensitive,

responsive and adaptive environments [11].

For this, AmlI technology considers ubiquitous computing devices that interact intelli-
gently and unobtrusively with people. In this manner, Aml provides smart environments
which be aware of people’s actions and preferences, customising requirements and improving

the well-being of people.

Smart buildings can be considered as part of the smart infrastructure or as independent
components of smart cities [2, 34, 8]. Thus, they are an interesting way to study smart city
services and systems in a reduced and controlled environment where a better knowledge of

the social utility and return on investment can be gained [8]. Smart buildings have different

12
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hardware, software, sensors, and smart appliances for different automated or not operations,
such as data network and lighting and Heating, Ventilation and Air Conditioning (HVAC)

System control [2].

Building Management Systems (BMS) [35] are systems that control and monitor the
building’s mechanical and electrical equipment. For instance, BMS can control the lighting
and HVAC systems, dealing with fields such as energy consumption or occupant comfort.
However, traditional BMS lack of real-time acquisition systems of variable information re-
lating to occupancy actions and preferences [36, 37]. Thus, they generally operate according

to systems configured by generic and imprecise parameters.

For instance, the centralised HVAC systems are typically configured without considering
different occupant preferences [38]. In some cases, systems of movement-based sensors,
or similar, are considered [39]. However, these systems lack intelligent monitoring with

computer support. Thus, a controlled and adaptive response is not enabled.

Similar to smart cities, Aml is an alternative to enable reactive and adaptive operation
models in buildings. In this way, Aml enables BMS to be aware of people’s actions and
preferences, customizing requirements. Therefore, the occupants’ well-being can be im-
proved. In fact, they provide the possibility of individual room control. Therefore, aspects

as occupant comfort can be effectively monitored and targeted.

A recent change in Aml is to move from a model of total and transparent automation
to intelligent collaboration, in which the occupants feel that they interact and participate
with the environment [40]. This is related to the interaction policy of the model proposed

by J.Miiller [41]. This policy enables communication between the occupants and the BMS.

In this manner, occupation preferences can be known by the building and the building
can inform to the occupants about the defined configuration. A smart building with Aml
interacting with occupants to improve their thermal comfort is the scenario considered in

this work.

2.2 Social Choice theory

Smart environments, such as smart cities, are generally considered in physical spaces shared
by various people. Thus, they should provide simultaneously suit a group of people with
different preferences. In this situation, agreement technologies [42] can be used. They enable

to reach agreements automatically between multiple parties applying some knowledge about

13



CHAPTER 2. STATE OF ART

them.

Agreement technologies have covered a large variety of negotiation aspects, such as
multi-issue negotiations, concurrent negotiations, or voting. A classification of the most

relevant approaches in agreement technologies is proposed in [15], which is presented below:

e Auction theory: it proposes protocols and agents’ strategies in auctions, in which the

auctioneer wants to sell an item and get the highest possible payment.

e Negotiation theory: it defines an agreement model as a sequential game where agents

alternate in making offers according to a protocol.

e Contracting theory: it proposes a protocol which allows a contractor agent to contract

one or more participant agents to undertake some task.

e Social Choice theory: it considers individual preferences or interests to reach a collec-

tive decision or social welfare in some sense.

Among these options, the use of Social Choice is the most suitable option for resolving
conflicts in an smart environment [15]. This is because its primary goal is to make a group
decision and it is focused on maximizing social welfare. Moreover, the use of methods
coming from Social Choice theory enables to maximise the comfort of the people in smart

environments [13].

The theory of Social Choice (SC) [16, 17] states voting methods, which allow individuals
to choose a winning option or multiple ranked winning options. For this, the voters are
mapped to their preferences defining profiles, rankings of the set of alternatives. In this
manner, the collective opinion can be reflected using the information of the individual

preferences.

These considerations enable to apply Social Wellfare Functions [43]. These functions use
SC theory over the preference profiles in order to achieve the welfare of all the community.
For this, Social Wellfare Functions can know which profile has which preferences, this is,
they are not anonymous. It can increase the flexibility and potential of some SC methods.
For example, the votes can be weighted differently for each voter. In this way, the weight of

majorities can sometimes be reduced so that minorities are occasionally better represented.

Unfortunately, there are complications to ensure theoretically that a method from SC

theory enables to achieve the representativeness and welfare of all the community. In
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particular, the problem outstanding in literature is the Theorem of impossibility. Nobel

laureate Kenneth Arrow proved it in his most important work [44].

This theorem states that let a voting system with more than one voter and at least three
alternatives, and considering certain minimal plausible fairness conditions. Then, there is
not any SC method which enables to aggregate and to convert the preferences of each voter
into a perfect community-wide representation [45]. For a further description of this theorem

and its current implications, these works are recommended [16, 43].

Nevertheless, since the publication of K. Arrow theorem, there is a growing line of
published works on SC theories and methods [46]. These works do not focus on a theoretical
approach to finding a mathematical solution but on selecting SC functions which provide
the most representative and suitable results. Therefore, they are focused on discovering an

empirical criterion of choice among the existing SC methods [29].

In addition, both the votes and the voting results are affected by various factors, such
as the voting context and the voting system [29]. Moreover, several authors report that
the use of the two different SC methods can easily declare different winners [47]. Thus,
the application of a different voting system to the same problem is useful to find the most

appropriate solution method in similar cases [48].

Modelling and computing simulation is widely used in voting systems analysis [49, 50,
51, 52, 29, 53, 30, 31]. In fact, there is a research area known as Computational Social
Choice (CSC), which is growing recently [54]. CSC applies computational paradigms and
techniques to enable better use and analysis of SC methods [55]. In addition, new voting

methods can be constructed.

CSC applies methods and models of multi-criteria decision-making [47], computer sci-
ence, machine learning and artificial intelligent [56, 54]. In particular, CSC has been recently
related to the study of collective choice in computational Multi-Agent Systems [57, 47, 58,

55, 12]. This is because they are a suitable combination of social science and computing.

Variety of real-world uses have been supported by CSC, such as web-page ranking,
shared services, group recommendation systems and resources management [56, 54, 58].
Moreover, various case studies published are related to the efficient assignment of resources

or shared objects to agents considering their preferences [59, 60].

In addition, there is a line of published works using CSC in order to discover an empirical

criterion of choice among different alternatives of SC methods for a particular scenario [15,
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29, 46]. However, there is a lack of works on evaluating these methods in new specific

domains, such as an smart environment [15].

Furthermore, various authors [56, 54, 59] consider that there are tremendous opportuni-
ties concerning social interaction for the application of SC methods in smart environments.
This is because new networked communication technologies, such as IoT, allow users to

take social decisions with lower stakes but with higher frequency.

It provides an ideal scenario for applying methods coming from SC theory [55]. In
fact, the accessing of shared resources in smart environments has not been explored in
literature [15]. Moreover, there is a lack of tools to assess methods from SC theory and to

decide which is the best suited in a specific smart environment [15].

According to that, this work proposes the use of SC theory to provide simultaneously suit
a group of people with different preferences in an smart environment with shared services.
In particular, voting methods from SC theory are studied in a case of use which considers

a smart building.

Over the past decade, many efforts have focused on increasing the occupant thermal
comfort using different approaches, such as Multi-Agent Systems [37, 61]. These works
consider the occupants’ preferences for defining the temperature in the rooms of the smart
building. However, the application of an agreement technology such SC theory is not

considered.

As was stated before, Multi-Agent Systems has been recently proposed to the study of
collective choice. Therefore, this work proposes the use of Multi-Agent Systems to study
the improvement of occupant thermal comfort in a smart building using SC theory. In
particular, occupants can use methods from SC theory to vote for the desired temperature

in a room.

2.3 Simulation Model

Approaching an IoT environment in a smart building to develop and experiment with
different services and models is quite attractive. However, deploying IoT systems involves
considerable economic and time costs. In addition, the system would be deployed before

any assurance could be given of the validity and usefulness of the proposed service model.

Because of this, the use of a simulation model provides a good approach to overcome
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these drawbacks and carry out research for IoT applications [27]. Modelling and simulation
enable to understanding a system’s behaviour without actually testing the system in the
physical world. Simulation can support experimentation that occurs totally in software,

although actual configuration parameters can be considered as input data.

The National Science Foundation Report on ‘Simulation-based Engineering Science’ [62]
stated the following facts about the potential of using modelling and simulation technology
to revolutionise the engineering science: (i) simulations are generally cheaper and safer, (ii)
simulations can often be even more realistic than traditional experiments, as they allow the
free configuration of environment parameters, (iii) simulations are often conducted faster
than real time, which enables to use them for efficient if-then-else analyses of different
alternatives, and (iv) simulations enable to set up a coherent synthetic environment which

integrates simulated systems with prototypical components.

In this work, a case of study in which people in a smart building can vote the temperature
of a room is proposed. In order to model and simulate this scenario, occupancy simulation
models and thermal models are considered. This section reviews the background on these

models. The aspects concerning the voting model are reviewed in Section 2.2.

2.3.1 Occupancy simulation models

The definition of an appropriate building occupancy model is necessary to carry out studies
about aspects influenced by the occupants, such as occupant comfort. According to [63],
four different levels of occupancy modelling can be distinguished: (i) building level and
number of occupants, which considers the number of occupants in the building; (ii) space
level and occupied status, which models the occupied or unoccupied state of a specific place
in the building; (iii) space level and number of occupants, which focuses on the number of
occupants in a specific place in the building; and (iv) occupant level, which provides an

occupation model at individual occupant level.

The study of the comfort of the occupants requires to know the individual preferences
of the occupants and their location in the building. Because of this, the modelling levels
of building level and number of occupants, space level and occupied status, and space level
and number of occupants do not consider enough information about occupancy. Thus, the
model of occupant level is considered in this study to model the occupancy presence in

buildings.
Furthermore, these models of occupancy can be implemented using different modelling
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methods of presence and occupant behaviour. According to [64], these modelling methods
can be categorized into four areas. First, the statistical analysis, which is used to perform
studies based on probabilities considering the relationship between occupancy behaviour
and environmental parameters. Second, data mining, which is the process of obtaining
knowledge using data obtained through physical systems of presence and monitoring. Third,
stochastic modelling, which is based on the use of Markov Chains to represent the random
nature of occupant behaviour. Finally, agent-based modelling, which is a computational
model for the simulation of agents interacting with each other and with the environment

following regulated rules.

These modelling methods are characterised as following [64]. First, the statistical analy-
stsis a commonly used method due to its simplicity, but it has limitations modelling accurate
occupants’ behaviours. Second, although data mining shows strong predictive capacity, it
is usually limited to passive learning. Third, stochastic modelling achieves an accurate rep-
resentation of the crowds’ behaviour in buildings since a randomness factor is considered.

However, this method is more suitable for long-term occupancy schedule prediction.

Finally, agent-based modelling is considered as a powerful technology when the problem
can be understood in terms of cognitive and social concepts such as beliefs, goals, inter-
actions, plans, roles, and norms [65]. Moreover, agent-based modelling enables to perform
complex ‘if-then’ rules as the agents in the system can interact and change behaviours.
Thus, alternative scenarios can be modelled. However, it is still at its development age

methodology and requires knowing some real data about the behaviour of the occupants.

In accordance with the above, stochastic modelling together with Multi-Agent Systems
(MAS) have been used in recent research lines to achieve a better representation of the
behaviour of the occupation in simulations [66, 67, 68]. The advantage of this method is to
exploit the potential of agent-based modelling in social modelling together with stochastic

models representing a randomness factor.

Moreover, MAS have been proposed for simulating individual cognitive processes and
behaviour, as well as for the exploration of social or collective behaviours. Therefore, they
are used as a solution for simulating models of complex occupancy-related problems. In
addition, intelligent or not elements, such as sensors or equipment, can also be modelled as

agents interacting with the occupants.

In MAS, each agent assesses individually its situation and makes decisions based on the
basis of a set of rules. They may execute various behaviours appropriate for the system

they represent. In particular, MAS are one of the most considered methods for occupancy
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comfort research [37, 69].

Furthermore, modelling and simulation using MAS is an outstanding option in voting
systems studies [29, 30, 31]. This is because they are a suitable combination of social
science and computing. Thus, the use of MAS and stochastic modelling is considered in
the simulation model proposed in this work. In addition, information about occupants’
behaviours and schedules is obtained by a survey. This information is used as simulation

input data.

2.3.2 Heating, Ventilation and Air Conditioning systems modelling

Nowadays, the modelling of the physical system of Heating, Ventilation and Air Condition-
ing (HVAC) systems is one of the most relevant issues, which is characterised by its high
complexity [70]. In fact, this is influenced by many factors, such as building materials,
architecture and occupancy behaviour. Different modelling approaches have been recently
proposed in the literature. According to the reviews [71, 72, 73|, these methods can be

classified as follows.

e FEngineering methods, which use physical principles to model the operation of the
building in a detailed or simplified way. Furthermore, these methods are based on
calculating the consumption functions step by step considering the physical models of
energy transfer. Engineering methods are highlighted by its precision and flexibility
in modelling. However, they require a precise description of the building’s physical

structure and associated mechanical systems.

e Data-driven methods, which use prediction models based on collecting data using
physical performance. Thus, these are empirical models which train using historical
performance. Data-driven methods obtain results almost as accurate as the engi-
neering methods, but they are very complex and require a high amount of historical

data.

e Gray models, which enable to perform analysis knowing only partial data by employing
a combination of the previous methodologies. These models are the easiest to develop

but they are imprecise and lack flexibility.

Engineering methods have been applied in other similar works, such as [37, 69, 74, 75].

This is because these methods do not require intrinsic assumption [76]. Therefore, they
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simplify load calculation providing clarity and modularity [74]. In addition, more flexibility

is provided to the model, enabling to define new operating ways.

Therefore, engineering methods are used in this work. In particular, the thermal zones
model is considered to model the HVAC system. This model uses heat balance methods,

which is an application of the governing laws of thermodynamics.

Several works [71, 72] have highlighted the potential of tools based on engineering meth-
ods, such as TRNSYS [77] or EnergyPlus [78]. They enable to performing precise simulations
of the HVAC system. Nevertheless, occupancy is considered in these tools [79]. Thus, some
studies propose to combine these tools with auxiliary models [80, 81]. However, this option

presents limitations, such as considering just Boolean occupancy (occupied or unoccupied).

Related to that, MAS have been employed recently in software for occupancy and HVAC
system modelling [37, 69, 75]. As previously stated, the use of MAS provide a better repre-
sentation of the occupation’s behaviour. In addition, MAS enable to model the interaction
between occupants and appliances. Thus, the application of engineering methods to model
the HVAC system in a MAS is considered in this work. It enables to study the improvement

of thermal comfort of the occupancy.

2.4 Blockchain technology

Blockchain’s birth is attributed to a group or individual under the pseudonym of Satoshi
Nakamoto. He published in 2008 the work ‘Bitcoin: A Peer-to-Peer Electronic Cash Sys-
tem’ [82], which describes a novel digital currency system called Bitcoin. It is based on
blockchain technology, which was a solution proposed to control the order of money trans-

actions and solve the problem of double-spending.

Since then, more than a decade ago, blockchain technology has been widely considered
to revolutionize many fields beyond the financial sector [83]. Moreover, it has attracted a
lot of attention and is being thoroughly researched during the last years [18]. In fact, many

different and novel applications have been proposed by various researchers [83, 84].

Blockchain is triggering the start of a new era on the Internet and the online services [85].
It enables many administrative operations, fintech procedures and everyday services that
can only be done offline or in person can be now safely moved to the internet as online
services. In particular, one of the very promising applications of research on the blockchain

is the electronic voting [18].
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The characteristics of the design of blockchain architecture and its working provide
interesting properties related to transparency, robustness, audibility, and security. In fact,
multiple companies are high investing in this technology because they recognise the potential
of the decentralised architectures so it minimises the transaction costs and makes their

inherently safer, transparent and in some cases faster [86].

2.4.1 Blockchain theory and arquitecture

The theory on which Blockchain is based is simple: a system of distributed ledgers stored
in a chain of blocks, which are sequentially related, and an algorithm that in a collective
way negotiates and validates the content of these blocks in a network of distributed peer-
to-peer nodes [87]. Blockchain can be considered a distributed database organised as a list
of ordered blocks, which are usually immutable [86]. Therefore, it should be considered as

a distributed append-only timestamped data structure.

Blockchain provides a distributed peer-to-peer network where is not needed a trusted
authority so the non-trusting members can interect among them in a verifiable way. For
this, interconnected mechanisms are used [86], which are showed in Figure 2.1 and described

below.

e Transactions, which represents an agreement between two participants. They are
generally the results of apply smart contracts and involves the transfer of physical or
digital assets, the completion of a task or information transmissions. Functionally,
transactions can be seen as a change of state of the blockchain. A set of transactions

can form a block.

e Consensus layer, which solving complicated computational process, like finding pat-
terned hashes, to ensure authentication and verifiability. Different consensus mecha-
nisms exist depending on the type of the blockchain. Although the most outstanding
is the Proof-of-Work (PoW), other protocols have recently been considered with spe-
cific objectives. For instance, Proof-of-Stake (PoS) has been used to require less power

consumption and provide scalability.

e Compute interface, which enables to provide more complex functionality. A blockchain
stores transactions made by the members to form a state. It is a record of dynamic
variables, such as an amount of money. However, advanced applications which require

not only save a state but also apply operations over the variables are implemented
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using the compute interface. Usually, they are specified using smart contracts, also

known as chain codes.

e Governance layer, which represents the human interactions which takes place in the
physical world. The blockchain protocols are influenced by inputs from groups who
integrate new procedures, methods and patch in the system. This layer deals with
external-chain social processes. Thus, this process are related to the blockchain gov-

ernance.

Blockchain Basic mechanisms

[TTTHT
D Compute Interface

Consensus

| E Transactions Blocks

Figure 2.1: Main mechanisms or layers of blockchain technology [86]

The compute interface layer is the most interesting from the point of view of appli-
cations and services implementation. This is because it provides power to the blockchain
technology by means of the smart contracts o chancoides [86]. They enable to evolve the

use of blockchain in other fields beyond cryptocurrencies.

Smart contracts [85] can be defined as ‘a computerised transaction protocol that executes
the terms of a contract’. They enable to translate contractual clauses or functioning of
services into embeddable code. Smart contracts are meaningful pieces of code, scripts or
software programs. They are integrated and executed in the blockchain in a decentralised

manner with minim external participation and risks.

Smart contracts can work properly, autonomously and transparently forever, being nor
manipulated or removed legally once written [85]. Thus, they can be seen as an agreement
and guarantee between parties who may not trust each other. In this manner, trust in a

centralised authority is not required.

Recently, blockchain-based systems supporting more complex smart contracts which
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implements more functionalities and interactions, enabling to establish new paradigms with

practically limitless applications [85].

A smart contract is essentially the business logic running on a blockchain. It processes
the requests from members of the blockchain, which contains inputs, and produces out-
puts. Inputs include information about the contract identifies, the transactions requests,

dependencies, the current state of the ledger and values for the smart contract variables.

Then, a contract interpreter uses the inputs and the smart contract code to check
the validity of the transaction and resolve it. In this manner, the appropriate outputs
are generated. These are essentially a new state which is saved in the blockchain. The

transactions are atomic, which ensures integrity.

2.4.2 Blockchain operation

The level of compute interface provides power to the blockchain since it enables to imple-
ments new services beyond cryptocurrency. However, this layer is not required in blockchain
technology. Essentially, blockchain technology is a combination of two elements [18]: a data

structure (layer of transactions and blocks) and an algorithm (layer of consensus).

Data is stored in blocks, which are units sequentially connected to each other. In this
way, the blocks are organised in a chain structure. In addition to data, the blocks also store
headers. These headers mainly store a reference to the previous block, information about

when the block was created and a reference to the transaction data.

The references between blocks and between transaction header and transaction data are
obtained by applying hash functions [18]. These functions are one-way functions. They
map uniquely data of variable size with a string of bits of fixed size (hash). In addition,
the hash functions produce an avalanche effect, so that any slight change in the input data

produces a strong change in the hash value.

Figure 2.2 presents a simplified architecture of a blockchain. This figure shows how
the blocks are organised sequentially in a blockchain. The hash reference between a new
block and its immediately previous block, and the hash reference between the header of a
transaction and the data of that transaction are drawn with ovals. Moreover, arrows are

used to reference the hashed elements.

The blockchain algorithm defines a set of sequenced instructions. These instructions

have the objective of negotiating the information that is stored in the Blockchain. The data
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Figure 2.2: Arquitecture of a blockchain [18]

are recorded in a distributed way in each replicated blockchain of the network of peer-to-
peer nodes. In this way, each node has the same version of the blockchain. All nodes can
participate in a collective verification of each new block. All nodes of the network must use

the same verification algorithm.

Therefore, the algorithm enables that the blockchain operates in a decentralised way
without needing trusted third parties verifying. In order to a new block to be added to the
chain, a number of nodes greater than 50% of the total number of nodes must give their

consent [88]. In this way, a malicious node can not alter the blockchain.

For this, the consensus layer applies algorithms such as Byzantine Fault Tolerance.
Typically, any participant of the blockchain is called a node. However, there are full nodes
which apply the rules of validation over the possible transaction and group the transaction

into blocks [86].

Besides the hashes, blockchain technology usually uses another cryptographic technology
in the transactions, which is the asymmetric cryptography [88]. This technology is based on
the use of two keys, the public key, which is publicly available, and the private key, which

is a secret.

This public-private key pair works as follows. One side uses a key to encrypt a message
so that the other side needs the other key to access the information. In this manner, two

interesting operations can be applied [18]:

e Confidentiality or public-to-private. The public key is used to encrypt the message
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and the private key to decrypt it. In this manner, the content of the message is a secret
which can only be accessed by the owner of the private key. This operation is similar
to an e-mail communication: anybody know the address and can send a message,
but only the recipient can open it. In addition, this method makes it possible to

demonstrate to whom the message was addressed.

e Ownership or private-to-public. The private key is used to encrypt the message and
anybody with the public key can access it. In this case, the author of the message is
signing it since only the true author knows the private key. This is a way of proving

ownership.

The asymmetric cryptography (public-private key pair) is used in Blockchain to identify
participants, usually known as accounts. For this, each account has both a private key and
a public key named address. When a sender account initiates a transaction, it encrypts the
transaction with the address of the receiver. Therefore, only the transaction receiver can

decrypt the transaction and access to the encrypted data.

In addition, a message can be encrypted by the sender using his private key. Then, the
message is broadcasting and the receivers can decrypt it using the address (public key) of

the sender. In this way, the receivers can check the authorisation of the sender account.

The combination of the technologies used in blockchain provides many advantages over
traditional storage systems [18]. It is very secure and resilient on both transaction and
system level. Because of there is no single-centralized authority controlling the blockchain,

it is a censorship-proof.

All the data is transparent as the transactions are conducted, verified and added in-
stantly to the blockchain. In addition, there is a copy of the blockchain in all nodes of the
system. Usually (although depending on the system), the data can be obtained in real time.

2.4.3 Permissioned blockchain: Hyperledger project

Two categories of blockchain can be differentiated in the literature: permissionless and
permissioned [86]. The permissionless blockchains allow anyone to join as new user or node,
so they are public. Thus, anyone can be a participant and performs operations, running
transactions and develops smart contracts. In contrast, the permisisoned blockchains do

not allow anyone to be a new member, they are privates.
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In permisiones blockchain, there is usually a whitelist of allowed users who have different
characteristics and permissions over the network operation. New members should be pre-
verified, proving their identity. Thus, a new member needs to meet certain requirements to

perform certain actions.

There are various projects belonging to both permisionless and permisioned blokchains
categories. For instance, outstanding implementations of permissionless blockchain are
Bitcoin [82] and Etherium [89]. In general, permissionless blockchains are considered in
most cryptocurrencies developments. Moreover, the mining operation is usually required
for the consensus algorithm. On the other hand, most outstanding permisisoned blockchain
technology is the Hyperledger project [90]. It has developed a cross-industry permission-

based blockchain frameworks.

Because of the intrinsic characteristics of private networks, they have interesting ad-
vantages. Permisisoned blockchain provides light algorithm of consensus, centralised or-
ganization, identification of users and more trust, high efficiency, low energy requirements
and minimum transaction approval time (milliseconds in contrast with minutes of public
blockchains). Due to this, the use of a permisisoned blockchain technology is considered in

this project. In particular, a framework of the Hyperledger project is used.

Hyperledger project [91, 92, 93] is officially defined as ‘a collaborative effort created
to advance blockchain technology by identifying and addressing important features for a
cross-industry open standard for distributed ledgers that can transform the way business
transactions are conducted globally’. This project born in 2015 because different companies

that were interested in blockchain technology want to work in develop a common project.

The result of that project is an open-source modular blockchain technology which helping
blockchain to become a more popular, developed and industry-standard technology. For
this, the goal is to create an enterprise-grade, open-source distributed framework and code

base, which is supported by a technical community.

Furthermore, Hyperledger is host by Linux Foundation, which has originated a rapid
grown in last few years. In fact, Hyperledger serves as a greenhouse bringing together users,
developers and vendors of different markets and sectors. Because of this, it applies a design
philosophy based on modularity, pluggability, high security, interoperability, API providing

and cryptocurrency-agnosticism.

Hyperledger project provides a set of blockchain technologies, such as distributed ledger

frameworks, smart contract engines and client libraries. This is because requirements for
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blockchain vary greatly across different business applications, so there are not a one fittest
all solutions [93]. The most interesting technologies from the point of view of development

are the frameworks and tools. They are described as below [91, 92].

e Hyperledger Fabric. A platform for building distributed ledger solutions with a mod-
ular architecture, which provides a high degree of flexibility and adaptability.

e Hyperledger Burrow. A modular client with a permissioned smart contract interpreter

following the Etherium Virtual Machine.

e Hyperledger Indy. A distributed ledger with tools, libraries and components for man-
aging decentralized identity.

e Hyperledger Iroha. A simplified and easy blockchain framework designed to be simple
and easy into projects requiring distributed ledgers. It is focused on the development

of mobile applications.

e Hyperledger Sawtooth. A modular platform for building, deploying and running dis-
tributed ledgers in lightweight systems. For this, a new type of consensus (PoET)
which consumes fewer resources in use. It is the Internet of Things (IoT) friendly. In

addition, Hyperledger Sawtooth enables to manage the privacy of the transactions.

e Hyperledger Caliper. A tool that measures the performance of the blockchain consid-

ering a set of predefined use cases.

e Hyperledger Cello. A set of tools to bring the on-demand deployment model to the
blockchain ecosystem (Blockchain as a Service). It supports Hyperledger Fabric and

will support Hyperledger Sawtooth.

e Hyperledger Composer. Toolset to make it simple and fast to create smart contract
and blockchain applications to solve business problems. For this, it considers assets
and transactions definition. Assets are defined with a modelling language and trans-

actions using Javascript. Hyperledger composer supports Hyperledger Fabric.

e Hyperledger Explorer. A tool that provides a dashboard for viewing data on the
network, such as information about blocks, logs, statistics, smart contracts and trans-

actions.

e Hyperledger Quilt. A set of tools that offer interoperability between different dis-
tributed and non-distributed ledgers.
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As was previously mentioned, fundamental elements to implement functionality in blockchain
are the smart contracts. They are essentially applications running on a blockchain and can
be written in different languages. In the Hyperledger project, four frameworks support
smart contracts. Moreover, each of these frameworks enables to implement them in a dif-
ferent language, which are [92]: Burrow in Solidity; Fabric in Golang and Javascript; Iroha

in C++, C and Scala; and Sawtooth in Python, Javascript and Golang.

According to above, Sawtooth is the framework of Hyperledger project considered to
implement the voting platform. This is because Sawtooth provides support for systems
with limited computing resources. In fact, this framework is outstanding to be used in
IoT applications. In addition, Sawtooth provides mechanisms for managing the privacy of
transactions. Moreover, it enables implementing smart contracts using Python, which is

the language used to implement the simulation tool and the Social Choice model.

2.4.4 Hyperledger sawtooth

Hyperledger Sawtooth [91, 92, 94| is a framework for building, deploying, and running
enterprise-grade distributed ledgers. In fitting with an enterprise focus, Sawtooth is highly
modular and enable to make smart contracts safe and adaptable to specific enterprise ap-

plications.

In addition, Sawtooth is designed to provide high scalability (mainly because it use
of PoET consensus algorithm). It enables to manage a large and dynamic population.
Moreover, Sawtooth provides low power consumption; definition of private transactions
and confidential information and identity; and security against malicious actors inside the

network.

Furthermore, one of the most interesting features of Sawtooth is that simplifies blockchain
application development. This is because it provides a clear separation between the appli-
cation or domain level and the system kernel level or core. In this manner, an abstraction
of both smart contracts and transactions is provided. Thus, each developer can make his
own design decisions. It enables that multiple types of applications are in the same instance
of the blockchain.

Sawtooth enable to specify transaction families. They are the smart contract in Saw-
tooth. Transaction families can be seen as fixed transaction semantics. They limit the
enabled operations of an application inside a network. In this manner, they allow develop-

ers to configure the level of versatility and risk for their network depending on the business
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logic. Moreover, transaction families enable developers to write smart contract logic in the

language of their choosing.

The use of transaction families provide high availability since they are independent of
the network: a critical bug in a transaction family only kill this transaction family, while
the rest of the network continues working. In Sawtooth, transaction families are supported
by an API with a few operations like getting the state to load something from the ledger

and setting the state to store something in the ledger.

In addition to this, sawtooth enables to create events associated with transaction fam-
ilies. It informs the subscribers of changes of state in the blockchain. In particular, three
types of events are supported: notifications of possible (with or without errors) changes of
state before their application in the blockchain, notifications of creation of new blocks, and

specific events defined in a transaction family.

Figure 2.3 presents the official diagram of a high-level view of Sawtooth architecture [94,
95]. As can be seen, it has eight core components, which are: (i) the validator, (ii) the
consensus engine, (iii) the block management, (iv) the state, (v) the P2P network, (vi) the
REST API, (vii) the transaction handling, and (viii) the transaction processors. These

components are described below.

Validator Node
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\..\ = Interconnect Transaction
. ., Processors

Block Transaction
Management Handling
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Figure 2.3: Hyperledger Sawtooth architecture [95]
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Transactions are created and applied to originate a change of state. These transactions
are originated by clients and submitted to the validator. The validator is the component
responsible for validating a transaction and applies a change of state if the transaction is
valid. In addition, the validator regulates the consensus in the network and coordinates
communication among the transition processors, the clients and the other validation nodes

of the network.

The consensus engine or algorithm enables nodes in the network achieves consensus on
the ordering of transactions and the resulting state. Generally, Proof of Elapsed Time and
Byzantine Fault Tolerance algorithms are applied. In addition, a light algorithm imple-

mented for the development phase is provided by Sawtooth.

The distributed block management contains and operates the log, which is an ordered
list of transactions in a consistent order. This component is the blockchain database, which
is formed by the linked blocks. Each validator stores locally a copy of the blockchain

database, which must be correctly replicated across the entire network.

The state stores the resulting distributed state after processing transactions locally in
each validator and across nodes. Sawtooth stores the state serialised of each transaction
processor in a single instance of an addressable Merkle-Radix Tree. It is a ‘copy-on-write
data structure that stores successive nodes hashes from leaf-to-root upon any change to
the tree’. Each transaction processor is allocated by a namespace. Moreover, serialization
methods are left up to the application developer. These enable to define the rules for

serializing/deserializing the data.

The peer-to-peer network enables to pass messages and transactions between nodes.
These messages are communicated over TCP and contain information about transactions,
blocks, peers, and more. In addition, through access control lists, Sawtooth nodes control
who can connect to the network, who can participate in the consensus process and who can

submit transactions.

In addition, Sawtooth provides a REST API. It enables to interact with a validator
using HTTP/JSON standard in order to submit a transaction and read blocks. Mainly,
it is defined to be used by a client. The operations of authorisation, such as signature
verification, are made by the transaction processor. Therefore, the REST API simply
submit a transaction to the validator, which forwards them to the corresponding transaction

processor, and fetches data stored in the blockchain.

The transaction handling works like a router. It receives transactions from clients and
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filters them, validates them and forwards them to the transaction processor specified in
the transaction. One or more transactions are grouped into clusters, which represents an
atomic unit of state change. Transactions and clusters have a payload, which defines the

change of state, and a header.

Serialisation operations are applied over both fields. Only the transaction family which
process the transactions deserialize the payload, to the rest of components of the systems
and transaction families the payload is just a sequence of bytes. In addition, the payload
is encrypted with SHA-512 and the headers of the transaction and clusters are signed with
private keys. These signatures are matched with public keys, which are included in the

headers.

The transaction processors specify the applications in Sawtooth. They validate trans-
actions and originate change of state. For this, a transaction processor applies the rules
that have been established in the associated transaction family. A transaction family is the
definition of business logic. Thus, it defines the taxonomy of available operations or trans-
actions that can be applied in the blockchain. In addition, a transaction family implements

a data model, which will be used to store the changes of state in the blockchain.

The transaction processors and transaction families work in Sawtooth as state machines
and smart contracts. They processing the content of the transactions as input to produce
an output. Thus, these components implement the business logic in the same way that
a smart contract. In addition, they can be seen as state machines since they use a new
transaction with a snapshot of the current state to generate a new state. Then, the current

state is updated.

Furthermore, the transaction processors are smart contract written in a high-level lan-
guage. They are compiled down to Etherium Virtual Machine bytecode. One of the draw-
backs of this design is that creating a domain-specific transaction processor limits the types

of actions that can be performed on the blockchain.

However, it improves security and performance. In addition, supporting more mature
programming languages enable to use of existing tools that can perform a static, dynamic,

and formal analysis of smart contract code.

For the development, Sawtooth provides SDKs (Software Development Kits) in Python,
Javascript, Go, C++ and Java. In this project, the Python SDK of Sawtooth is used
to develop the voting platform based on blockchain. Moreover, the functionality of the

voting application is implemented through the definition of a transaction processor and a
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transaction family.

2.4.5 Blockchain and voting

Blockchain thecnology has been recently proposed to implement secure communication plat-
forms which enable to integrate infrastructures and services in smart cities [19]. The aim is
to provide traditional and new services in a decentralised and efficient way while the same
degree of validity is ensured. Registration of legal documents, identification, contracts,

taxes manages and voting are outstanding examples.

Related to voting, some projects are focused on ideas related to democracy, where
the authority and decision-making are distributed throughout self-organising teams and

individuals instead of relying on typical institutions models [86].

Voting is the fundamental basis of democracy. However, despite complex security mecha-
nisms, traditional voting mechanisms can suffer fraud [96]. In addition, these voting systems
are slow due to the vote collection mechanisms [18]. This is because the votes are usually

collected from different locations for then to be centralised in a common institution.

Furthermore, voting results obtained by traditional voting mechanisms are not verifiable
by voters. They cannot verify that their votes have been correctly considered and that the

voting method was properly applied [97].

These problems related to traditional voting systems have led to an interest in the cre-
ation of different electronic voting (e-voting) solutions [18]. E-voting is the use of electronic
means and/or information technologies to perform voting procedures. It can provide so-
lutions to problems that affect the voting process, such as increasing the speed in result

obtaining and allowing voters to know information on the voting process.

E-voting is considered a promising and inevitable development which provides interest-
ing advantages and the development of stronger and more direct democracies [86]. In fact,
the use of information and communication technology in the electoral process is continu-
ously rising around the world [98]. E-voting is a trending, yet critical, topic related to online

services.

However, e-voting systems must face challenges not only technical but also procedural.
For example, although the risk of fraud is reduced, there is the possibility of hacker at-
tacks. In addition, there is an absence of standards which can cause voters to mistrust and

misunderstand the voting system.
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All the e-voting systems must comply with some basic requirements in order to the
system can be considered valid [18, 96]. The most important requirements are the following.
First, the availability of the system, which must be accessible and usable by any voter.
Second, vote integrity, which protects the votes from being modified, removed or duplicated.
Third, transparency and verifiability of the voting procedure. Fourth, correctness during
the voting method application. Fifth, voter identification and authentication, which check
who can vote. Finally, voter privacy, which protects the secret choices of the voters, keeping

it anonymous.

Moreover, one of the most important and prevalent problems is lack of auditing and
transparent capabilities and system verification methods [86]. In addition, most electronic
voting systems solutions have a proprietary and centralised design harm the trust and

confidence of the voters.

In contrast, blockchain technology is an e-voting alternative which can meet the require-
ments and provide solutions to these problems [18]. This is because blockchain enables to
develop a platform for public verification of information. In this manner, the information

about the system and process of e-voting can be evaluated by all the voters.

Furthermore, e-voting systems based on Blockchains can provide to the voters with
many advantages. They are related to voting procedures which are secure, anonymous and
verifiable over an internet connection [18]. These desired properties are provided by using
the cryptographic methods considered in blockchain technologies. In fact, the recognition
of the potential of this technology in voting systems has originated that some countries
already started researching and implementing these e-voting systems [18], such as United

Kingdom, United States and New Zealand.

Some voting platforms similar to the proposed in this work have been implemented
using blockchain technology. Of these, some have been implemented considering permis-
sioned networks, such as Hyperledger. For instance, [99] and [100] have considered to use

Hyperledger Composer.

In addition, it seems that only one project, Bitagora [101], has used Hyperledger Saw-
tooth for the implementation. However, this project seems to be no longer available and its
author has acknowledged that ‘it is not fully functional’. Furthermore, none of the voting

projects found based on blockchain considers the use of methods from Social Choice theory.
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2.5 Semantic technology: Ontology

In the field of philosophy, ontology is the study of the nature of being [102]. In computer sci-
ence, ontology can be applied to clarify and define concepts, categories and relations [102].
This enables that the models of knowledge representation are committed to a conceptu-
alisation. An ontology in computer science is the specification explicit and formal of this

conceptualisation [103].

Ontology is usually used in projects related to natural language understanding, infor-
mation retrieval, theoretical investigation, knowledge exchange and reuse, simulation, and
modelling [104, 105, 106, 107, 22, 108]. Despite being projects with different approaches, all
ontologies consider the definition of the same elements, which are terms, relations among
terms, and properties of the terms [102]. Each ontology defines each element depending on

the purpose it was created for [109].

Related to knowledge sharing, the modern information systems are moving from ‘data
processing’ toward ‘concept processing’ [110]. This produces that basic unit of processing
is transformed from a piece of data to a semantic concept. In this manner, the precision

and efficiency in the evaluation of information are improved [111].

In fact, ontologies are designed to promote greater consistency in the description and
understanding of the meaning of information in both textual definition (human understand-

ing) and logical definition (computer understanding) [21, 107].

Furthermore, the use of ontologies as a mean to exchange information between hetero-
geneous sources is one of the most important subjects on semantic technology [112, 106].
In fact, an effective ontology is a powerful tool to establish a common ground to integrate

different systems [23].

According to this, the ontology proposed in this work aims to define a set of semantic
concepts, relations and properties related to voting and Social Choice theory. It is used to

provides a semantic knowledge exchange system to the voting platform.

Ontology research has emphasised the importance of reusing ontologies already de-
fined [113, 114, 115]. In this manner, an already developed ontology can be used to describe
knowledge in a new ontology. The reuse of ontologies enables to focus the effort on increasing

the level of detail in the representation of knowledge.

However, at the time of this project, no ontology of voting and Social Choice theory has
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been found. Thus, the proposed ontology is defined with the motivation that it can be used

by related future ontologies.

2.5.1 Building an ontology

In general, an ontology is formed by three main elements, which are terms, properties and
relations [116, 117, 118, 119]. These three elements are described as follows. Firstly, a set of
generic terms are defined in a taxonomy or lexicon. These terms represent things or facts of
the scope approached. Terms are also named class, concepts, type, category or kind [120].

An instance of a term or class is an individual.

Secondly, properties are used to characterise semantic terms and to facilitate concept
detection [119]. Thus, properties usually are simple, distinctive and easy to identify. In

addition, each property can be defined as part of one category.

Finally, relations provide semantic links among two or more than two terms and individ-
uals [120]. Each relation can be represented very differently in each ontology. For instance,
the part-whole, which is the most common relation, can be represented in seven different
forms [121].

The definition of a building ontology methodology remains a complicated and tedious
task [113]. Many authors, such as [122, 113, 114, 115, 111], stand out that the integration
and reuse of methodologies is very interesting for a greater collaborative and interoperability
work. According to this, various research works have proposed a series of steps or phases

to establish a common general methodology for developing ontologies.

Four of the most outstanding methodologies have been studied, which are presented
in [111, 119, 118, 117]. The building ontology methodologies presented in these works
present important similarities. This fact reinforces the validity of the approaches. In this
work, the methodology proposed in [117, 123] is considered since it is the most complete.

This methodology has the phases presented below.

1. Definition of the purpose and specification of the level of formality. Identify and
characterise the range of intended users, the role of the ontology and the motivating

scenarios (uses and mechanisms).

2. Description of the scope or subject matter. Definition of a set of concepts and terms

covering the range of information described by the ontology.
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3. Building of the ontology. Specification of the ontology using the set of defined terms
and concepts. In this manner, definitions are produced. For this, the key concepts
and relationships are captured. Moreover, the representation of the conceptualisation
in a formal language is performed. In addition, the use or integration with existing

ontologies is considered.

4. Evaluation or revision cycle. Application of criteria to evaluate the result of the
ontology building. In particular, authors classifies the criteria in two sorts. First,
general, which evaluate the clarity, consistency and re-usability. Second, specific,

which check the ontology against particular aspect such as the identified propose.

5. Documentation. Definition of a guideline to facilitate the use and understanding of

the ontology. This is essential to enable effective knowledge sharing.

Besides building methodologies, some authors [118, 111, 117, 124] propose considerations
to design an ontology. The reviewed works propose the following considerations: realism,
representing technical concepts; perspectivism and modularity; fallibilism, enabling effort-
less and successful changes and tracking; adequatism; precision; conciseness and clarity;
and reusability. In summary, four principles are considered: lightweight, completeness,

compatibility and modularity.

2.5.2 Ontology technologies

A large amount of effort has been dedicated to the development of semantic markup lan-
guages [120]. This languages enable to publish contents and codified metadata about the
meaning of the content. Some important examples of such languages are the XML-based
extension of HTML (XHTML), the Resource Description Framework (RDF) and the Web
Ontology Language (OWL). Various works related to knowledge exchange and integration
between systems have proposed the use of OWL to implement ontologies [125, 109, 126,
122, 21, 105]. This is because OWL is powerful provides interesting advantages.

OWL is an ontology language which was primarily designed by W3C to represent in-
formation about categories of objects and interrelations among them [127]. It has been
influenced by established formalisms and paradigms of knowledge representations, ontolo-
gies and Semantic Web languages [109]. The most important influences are the RDF, the
Description Logics and DAML + OIL.

Therefore, OWL extends RDF, so there is compatibility between both technologies.
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RDF provides data model specifications and XML-based serialisation syntax. Therefore,
OWL takes the basic fact-stating of RDF and the structuring capabilities of RDF Schema.
In particular, RDF (and RDFS) provides OWL the basic features of classes, properties,

domains, ranges, restrictions, and relations [109].

Moreover, OWL use Description Logic. This is a formalism of knowledge representation
based on classes and characterised by using constructors [104]. In this manner, OWL
models the knowledge with an object-oriented approach. Thus, OWL enables to declare

classes organised in a hierarchy and as a logical combination of other classes.

In addition, Description Logic allows OWL to consider datatypes and values, such as
integers and string [125]. DAML + OIL provides a model theory to formalise the meaning
of the language. This is crucial if the ontologies exploited by intelligent agents [127].

Three different solutions based on OWL are available [128]. First, OWL-DL, which is a
friendly syntax defined mainly in Description Logic manner. Second, OWL Lite, which is a
similar syntax to OWL-DL but simpler. Finally, OWL Full, which is a version with better
compatibility with RDF/RDFS and greater expressive power. In this work, the ontology
has been implemented using OWL Full. This solution is considered in order to ensure an

inter-operable, easy-to-read and powerful knowledge representation.

Regarding the format, OWL Full (as RDF) requires a definition based on triples an-
notating properties. [129]. In addition, it uses URI references as names. Various readable
representation syntax exists for rendering OWL Full Ontologies, such as RDF /XML, Turtle
and JSON-LD [130]. The ontology proposed should use a format easy to be read for both
machines and humans. In this manner, readability and easy integration can be provided.
Therefore, Turtle syntax and JSON-LD syntax are considered, which are less verbose than
RDF/XML.

The definition of the ontology can be done using a supporting tool. This review [115]
presents and compares eight of the most relevant tools for ontology development. Of these
tools, Protégé stands out for being open source and enabling work with many technologies
and formats (XML, Turtle, RDF(S), XSD, JSON-LD...). Moreover, Protégé is standalone
and has a strong extensible architecture with plug-and-play capability. This enables that

many plugins are available for multiple functionalities.

Ontologies, as a data structure for conceptualising knowledge, can be built in many
different ways [110]. Thus, it is interesting to perform an evaluation of which version of the

ontology is better. For this, various approaches to evaluate ontologies have been considered
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in the literature.

According to the review [110], there are four main evaluation approaches. First, based
on comparing the ontology to a ‘golden standard’. Second, based on using the ontology in
an application and evaluating the results. Third, based on performing comparisons with a

source of data related to the domain to be represented by the ontology.

Finally, based on requesting humans an evaluation of predefined criteria, standards or
requirements. In this work, the ontology is evaluated applying the second and fourth criteria.

These are considered since there are no similar works that can be used for comparison.

To carry out experiments, various authors [105, 125, 21, 112, 131] propose to use Query
Languages (QL). They enable query the information defined by ontology languages [132].
In particular, SPARQL [133] is the W3C recommendation of OWL-based QL. It enables to

infer information from an OWL ontology basing on the notion of RDF triple pattern.

Furthermore, various authors [125, 109, 132, 21] propose to use Jena Fuseki Semantic
Web Toolkit to build context reasoners. It provides a SPARQL engine which can be used
to define queries that check entities, properties and relationships. According to this, the
operation process proposed in this work to evaluate the ontology is based on three steps:
i) extraction of the data from the source (voting platform), ii) transformation of the data
into OWL data format in the target vocabulary (Turtle and JSON-LD) and iii) load of the
OWL data into a Jena’s SPARQL endpoint.

2.6 Mobile client: React Native

One of the most popular ideas about smart cities and smart buildings refers to an environ-
ment that receives data from sensors and from people’s smartphones [24]. This allows the
smart environment to autonomously adjust and deliver better services in real time. For this,
mobile phones of people are usually just considered as resources that can provide sensory
data, such as accelerometer, temperature and location, to feed the smart environments’

systems in a fully anonymised or not way [5].

However, smartphones are a more important part of the IoT systems. They provide
other ways to interact with the environment beyond the sensors [8]. For instance, the
NFC transceiver integrated into last-generation smartphones can be used to identify tagged

objects.
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Furthermore, mobile devices can provide access to the IoT system in different ways [8],
such as through an IP connection provided by the cellular data-link service or setting up a
direct connection using short-range wireless technologies. Smartphones are part of the IoT
framework in smart environments being key elements to obtain information [2]. In fact,
smartphones are one of the outstanding solutions proposed in the literature to be used as

clients of systems of E-voting [98].

In this work, the citizens that are expected to live in a smart city are considered digitally
educated and in possession of a smartphone. Since the release of the first smartphone, the
use and demand for mobile applications have increased rapidly [134]. This technology
enables to use the individual opinion not only for voting for the best singer in a talent
show but also for serious referendums or political elections, making the smart-phone the
ultimate symbol of citizenship [24]. Thus, non-digital citizens have apparently little room

and a limited voice in the city of the future [24].

An application that allows users to interact with the voting platform is implemented
in this project. Creating a mobile application usually requires to develop two different
versions, one for Android and one for iOS, which are the two leading operating systems for
mobile devices [134].

This is because although both applications may have the same logic, they have different
components of the user interface (UI), and the applications themselves need to be imple-
mented in different languages. Thus, there is a replicated process that requires more time

and knowledge costs.

To solve this problem, efforts have been recently made to develop frameworks enabling
hybrid implementations or cross-platform developments [134]. One popular technique is to
create an application on the web can be accessed by mobile through a browser. For this,
features of HTML5 and libraries such as Bootstrap are used to implement a responsive

website, which is easy to use with either a computer or a mobile device.

Another alternative is to use a hybrid framework which combines web and native devel-
opment. For this, the capabilities of the devices are used by the JavaScript API. However,
none of these approaches has been able to provide a native feeling of the resulting applica-
tions [134, 135].

As a solution, Facebook released a new framework called React Native, which has revo-
lutionised the way mobile applications are created [134, 136]. Since then, many companies

such as Uber, Skype or Tesla have considered this framework in the implementation of their

39



CHAPTER 2. STATE OF ART

mobile applications.

This solution is known as cross-compiled [137] since the framework use as input an
application implemented in a not-native programming language and transform it to a native

code of a mobile platform.

React Native [138, 134] is a Javascript framework for writing real, natively rendering
mobile applications. This technology enables to use existing knowledge of Javascript and
React to build and deploy fully featured mobile applications for both iOS and Android,

with 100% code reuse between the two platforms, that truly render natively.

Therefore, there is an approached ‘learn one, write anywhere’. In addition, it provides
plenty of advantages over traditional means of mobile development without sacrificing the
native look and feel. React Native provides these and more advantages because it renders

using real mobile UI components.

There are methods of writing mobile applications rendering web views. However, these
present drawbacks, especially around performance. In contrast, React Native actually uses
native Ul elements and works separately from the main UI thread, maintaining high per-
formance and capability. Moreover, React Native provides perks related to debugging and

saving development and production time.

One of the reasons for the success in the association between the native components
of the mobile platforms and the components implemented in React Native is due to one
of the most important features of React Native: the virtual DOM [138]. It works as a
layer between the description of how things ought to look and the actual rendering of the

application onto the view.

The virtual DOM, in contrast with the browser’s DOM, rerenders the minimal necessary
changes, which has a significant impact on performance. It is composed of components,
which are translated to the browser’s DOM in React and to the mobile platform specific
UI View in React Native. This process is possible because of a bridge, which relates the
abstraction layer of the Virtual DOM to multiple different platforms, such as web, i0OS and
Android. This operation is presented in Figure 2.4

Components are the fundamental building blocks of React, which have four main con-
cepts [136]: data, which comes from other components (properties) or from somewhere and
is rendered by the component; events, code which responds to user interactions; JXS, syntax

to describe UI structures; and lifecycle, methods to control the processes of change in the
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Figure 2.4: React component rendering with React JS and React Native
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lifecycle of the component.

Components are the way to describe Ul structures, which are declared using the vocab-
ulary of JSX markup. Thus, the vocabulary of JSX can be extended by implementing new

React components, which can have parent-child relationships and enable to share data.

The data in React Native components has two parts [134], which are the state and the
properties. The state is the dynamic part of the React component. In addition, when the

state change, the component is re-rendering.

The properties are the data passed by other components only when the component is
rendered. They are different from the state because they do not change after the component
is rendered. The properties can be also functions, which enable to manage events between
father and children components. One of the most interesting aspects of the components
is that they are reusable. In other words, the same implementation can serve multiple

purposes. This reduces the complexity and clarity of the implementation.

React Native handles the screen providing some advantages in comparison with a web-
based solution, such as the quality of interaction with the application. This is because
the system handles touches in a complex view with high-level features. Moreover, gesture
recognition is more advanced on a mobile device than on the web. Therefore, React Native

consider different components which are adapted to multiple mobile-interaction options.
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CHAPTER

Social Choice Model

This chapter describes the Social Choice model proposed in this project to provide voting
methods. For this, it presents the modelling of votes, the definition of voting methods, the

voting mechanism, and other considerations.
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The modelling of voting methods from the Social Choice (SC) theory is used in this
work to provide the functionality to the voting platform. It allows users to define indi-
viduals preferences, which are combined to reflect a collective opinion which improves the
common welfare. Therefore, this section describes five aspects which form the SC model.
These aspects are: (i) the modelling of votes, (ii) the different voting methods, (iii) the
voting methods evaluation, (iv) the importance of considering randomisation and possible

manipulation. Finally, the solution proposed is presented.

3.1 Votes modelling

The modelling of votes is the specification of their possible values before applying voting
methods. In general, there are two types of votes [139]. First, those in which voters rank
candidates. Second, those in which voters grade the candidates with binary values (approve

or not approve) or non-binary values (inside a range).

Furthermore, the value of the votes when they grade the candidate with non-binary
values also should be defined. One outstanding solution proposed in the literature is given
in [17]. In this work, authors describe a voting system where both voters and candidates

are associated with precise points in a metric space.

In this situation, each voter tends to prefer candidates that are closer to her. Therefore,
it is desirable to select a candidate that minimises the sum of distances to the voters. This
approach makes it easier to evaluate voters’ satisfaction with the winning candidate using

the value of the distance.

Nevertheless, it is difficult to establish precise spatial points representative of candidates.
In addition, typically voters are unable to precisely pinpoint their position [17]. Thus, it is
more realistic to expect the voters to provide their rankings of candidates or grade numerical

values merely representative.

For this reason, common voting rules operate on voters’ preference rankings [17]. How-
ever, this approach rules not enable to use of distances and complicate the choice of the

best rule to choose the winning candidate.

According to this, the votes modelling proposed in this article considers the use of merely
representative numerical values for all the votes. In this manner, both the evaluation of the

SC methods and the definition of preferences by voters are easier.
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However, some SC methods require non-numerical rankings. Therefore, in order to cover
all cases, some transformation operations are considered. These are performed before the
votes are given to the SC methods. Moreover, the votes modelling operation may be useful
to some type of services. For instance, in demand-based services, where the votes of certain

users can obtain preferential treatment under some conditions.

In addition to this, some authors [140, 141] consider important to allow voters to express
dissatisfaction with each candidate. Therefore, it has been considered that the votes can
be also negative values. In particular, a range between -10 and 10 is considered to model
the votes of the voters for the preferences. This is a similar scale to the proposed in other
works [142, 15, 17].

3.2 Social Choice methods definition

In the research of SC theory, several voting methods have been proposed for aggregating
voters’ preferences. In general, these methods can be classified into two types, similar to the
classification of vote modelling. First, preferential or ordinal voting methods, which only
use ordered preference of the alternatives (ranking of candidates). Second, non-preferential
or utilitarian voting methods, which use graded preferences of each alternative (intensity of

each candidate).

The methods belonging to the first type are Borda voting and Pairwise comparisons
voting. The rest of the methods belong to the second type, considering binary or non-binary
values. Note the reader that, as was commented in Sect 3.1, voters can also disapprove
candidates. In particular, the SC methods considered in this work are described below. For
a more detailed description of the methods used, the consultation of these works [143, 144,

15, 17] is recommended.

e Borda voting. In this method, the voters provide full ordering preferences. Therefore,
let n candidates, each voter give n-1 votes for the most preferred candidate, n-2 for the
second most preferred candidate, so 0 votes are given to the last preferred candidate.

The alternative with the largest number of total points is the winner.

e Pairwise comparisons voting. This method applies a Borda voting and then performs
a head-to-head match between each alternative and the reminder alternatives. In this
manner, each alternative obtains one point for each win and half a point for each tie.

The alternative with the most total points is the winner.
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e Plurality voting. In this method, each voter gives a vote to just one candidate. This
is, just the favourite candidate is labelled with 1, and the remaining are labelled with

0. Thus, the alternative with the most first place wins.

e Approval voting. In this method, voters approve and disapprove any number of can-
didates as they wish. Therefore, the votes are represented as -1, 0 or 1. The candidate

receiving the greatest total number of votes is the winner.

e Single Transferable Vote. this method, which is also known as the Hare system,
applies Plurality voting with elimination. After each voting round, the alternative
with fewer votes is removed. Then, the Plurality scores are recalculated using new
ordering preferences of each voter. The process finished when one alternative has the
number of votes greater than a threshold, which usually is half of the total number of
votes. This method is interesting because increase the representation of the minorities

and minimises the problem of the useful vote.

e Range voting. In this method, each voter gives to each candidate a number of votes
within a specified range. In particular, the range of the votes considered is -10 to 10.

Then, the candidate with the largest value of votes is the winner.

e Exchange of weight voting. This method applies a Range voting and then evaluates
a condition for the winner candidate. This condition is that the voters who have
preferred the winner candidate have enough negotiation weight. If they have not, the
next most voted candidate is evaluated following the same condition. In this manner,
the minorities can obtain enough weight of negotiation after several negotiations to
achieve that their preference would be the winner. Thus, this method increases the

representation of minorities.

e Cumulative voting. In this method, the voters can divide a maximum of v votes
among all the candidate as they prefer. In addition, a maximum value of votes m for
the same candidate can be defined. Then, the candidate with the most number of

votes wins.

All the modelled methods enable the possibility of a multi-winner election. In a multi-
winner election, the voting rule picks a group of some K winner candidates [145]. This
consideration is interesting for some usual applications, such as picking items for share
among users or chosen a representative committee. In general, a value of K = 3 is considered

in this work.
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3.3 Social Choice methods evaluation

As was stated in Sect 2.2, two different SC methods can easily declare different winners.
Thus, the aim of experimenting with different voting methods to approach the same problem
is to find the most appropriate voting method in that case and in similar cases. Therefore,
It is necessary to define a way of evaluating and comparing the results of different voting

methods.

For this goal, various authors [146, 17, 147] propose the distortion as a measure of the
quality of a voting method. They consider a model where voters have candidates which
provide utilities and welfare. Then, the goal is to select the candidate that maximise the

total utility and satisfaction [58].

The satisfaction is calculated as the sum of distances between the voters and the winning
candidate. This value is considered to calculate the distortion. According to [146, 17, 147],
the distortion is defined as the ratio between the satisfaction of a candidate selected by a

method and that of an optimal candidate.

As the reader might expect, and in accordance with K.Arrow’s theorem, some amount
of distortion is unavoidable. In particular, Plurality voting, Borda voting and Approval
voting, which are the most popular voting rules, have a very poor distortion value [148,
17]. In contrast, the authors out stand the methods which follow the Copeland rule [149],
which require pairwise evaluations between candidates. Therefore, they consider the Single

Transferable Vote rule the best option for a moderate number of the candidate.

However, according to the author who proposed the distortion [146], there is a hard
computation problem associated with its calculation. This may not be a problem in long-
term stable systems. However, a smart environment in constant change is considered in this
project. Therefore, the calculation of distortion may not be feasible. Thus, the measure

considered is the satisfaction value of voters.

The satisfaction or utility of a voting method is calculated as the distance between the
preference of each voter and the winner candidate [15]. In particular, the metrics considered
to evaluate each voting method are mainly the accumulated satisfaction of all users and the
medium time without the wanted configuration. This second measure is useful to evaluate

the problem of minorities.
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3.4 Manipulation and randomisation

Voting systems have proved to be a proper and efficient tool for making group choices among
alternatives [58]. In addition, all the voting systems are defined with the purpose of being

fair and difficult to manipulate [47, 15].

However, it has been shown that every voting method is subject to a greater or less
degree of manipulation [150, 151]. In fact, studies have proved that the best strategy of
voters is to manipulate an election outcome by misrepresenting their preferences [47, 59].
For example, one strategy might be to vote for the most probable winner or vote against

the least preferred alternative [58].

Related to that, the awareness of the voters on the voting system and the results is an
important issue. In this situation, voters can apply “strategic behaviour”, which is related
to game-theoretic [55]. In this manner, concepts such as the Nash equilibrium [152] must

be considered, which can produce huge difficulties.

This fact can originate infinite loops of reasoning (‘I should consider that they know
which I consider...”), and complex dynamical models, where voters change their votes in
response to the observed outcome [59]. A recently presented voting method tries to turn this
problem to a virtue. For this, this method considers that all voters know the voting system
and can use this information to vote strategically. However, this method is considered

unstable and unreliable [58].

Therefore, considering of manipulation or of a strategic behaviour causes complications
with computing and with the fair application of voting methods. Two options are proposed
as a solution in the literature [59, 55]: to consider that the voters are ever fair or to apply

models based on assessing voters’ integrity.

In particular, one possible model for assessing voter integrity can be the consideration of
a historical record of voter behaviour, which is related to gamification. However, because of
the goal of this work is to experiment with the use case and the voting methods, all voters
are considered fair. In addition, this assumption simplifies greatly the model. Therefore,
the consideration of unfair voters and the before commented solution is proposed as future

work.

Randomisation plays an important role in the SC theory. This is because randomisation

seems particularly fair and natural in situations with difficult solution [55, 59]. In particular,
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two problems are approached in this model using randomisation. The first problem takes

place when voting leads to a tie.

The second problem is Condorcet’s paradox [153, 154]. This problem refers to situations
in which collective preferences are cyclical even though individual preferences are not. This
generates a paradox and produces a situation without a solution, which makes impossible

to determine a winner.

Randomisation can be applied to solve this problem producing nevertheless an unstable
system [155]. This solution is unacceptable in systems that require long-term stability, such
as political systems. However, their application in smart environments can be considered
acceptable. This is because, as was commented before, they are group decisions with lower

stakes and higher frequency.

3.5 Social Choice model proposal and implementation

This project defines and implements a model to apply the voting methods from Social Choice
theory. Figure 3.1 presents a activity diagram with the components considered in this
model, and the input and output data. As can be seen, users’ votes or preferences are used
by three different components before results with the winning candidates or configuration
are obtained. Furthermore, there are two components which provide historical data and

satisfaction values.

Preferences of Winning Satisfaction
voters configurations values

Fit
preferences

Filter
preferences

Measure
satisfaction

Apply Social
Choice methods

Record voting
history

Figure 3.1: Activity diagram of the proposed model to apply voting methods from Social

Historical voting
results

Choice theory

The flow of activity is as follows. Voters’ preferences are used by two components
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that apply operations of preferences filtering and fitting. Then, when preferences have valid

values for a specific Social Choice method, it is applied. In this way, the winners of the voting

are obtained. The results and votes can then be used to calculate satisfaction measures. In

addition, it is possible to store a history of the voting results and the satisfaction measures

obtained.

The proposed Social Choice model is implemented using the Python programming lan-

guage. The implementation is done to provide a reusable and extensible package, which

is named ‘socepy’ (social choice in python). Of course, this is available for free and in

open source. Figure 3.1 presents a class diagram with seven components that constitute

the implementation, each of these seven components is described below.
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Execution. This component receives Preferences of voters and returns Winning con-
figurations and Satisfaction values. It can be used in two ways, considering storing

historical values using the Voting history record component or not.

Filtering of preferences. This component filters and adjusts the values of the prefer-
ences so that they be inside the limits and allowed values of the model. These allowed
values can be modified. In addition, the filtering operation ensures that the format
of the votes is the appropriate one, verifying for example that each configuration is

voted only once.

Social Choice methods. This component contains all considered Social Choice meth-
ods. In particular, eight voting methods are considered, which are described in Sec-
tion 3.2. To apply these methods, support methods from Fitting of preferences and

Basic operations components are used.

Fitting of preferences. Methods for adjusting preference values are provided by this
component. They are used to adapt the generic format of the preferences to the specific
format of each Social Choice method. This is an essential operation since some voting
methods require votes modelling based on rankings and not on continuous values. On
the other hand, other methods consider votes with a binary format. Moreover, some
voting methods consider a normalised value of votes or similar. Some of the methods

in this component use method of the Voting methods operations component.

Basic operations. This component implements all the basic operations which are used
by voting and fitting operations. These operations include sums, rankings, weightings,
obtaining maximum, minimum and mean values, transfers vote between configura-

tions, sorting votes, count users, comparisons, and so on. In addition, this component
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implements the functionality of the voting methods that require temporal consider-
ations, such as the results of previous votes. To do this, it uses component Voting

history record.

e Measure of satisfaction. The set of methods for evaluating voting methods are defined
in this component. Different measures of satisfaction are considered, all based on the
distance between the winning configuration and the value given to this configuration
by a user, as was discussed in Section 3.3. These satisfaction metrics are measured
over the services. For this, mean, total, and normalised values are calculated. In
addition, the Voting history record can be used to calculate temporal metrics, such

as the accumulated satisfaction or the dissatisfaction of users over time.

e Voting history record. This component is used to keep a record of the voting results
and of the voters who have participated in the votes and their preferences. In this
way, temporal functionality is provided. For this, storage and access functions are
provided. Moreover, time is managed as an abstract variable represented by steps,

which can be increased with each voting process.

As was commented before, the implemented model considers two different uses. First,
using the socepy software to apply the voting methods and obtain the results of the winners
and simple satisfaction measures. Second, using the socepy software in a continuous process

in which a record of votes and results is registered.

This second case considers the application of weightings and measures that require know-
ing the information of previous votes in which a voter has participated. For example, control
of fair voting can be applied and metrics dependent on previous votes can be calculated,

such as the time of dissatisfaction with the service of each user.

In this project, the proposed Social Choice model is used in a blockchain voting plat-
form. Therefore, the information about the votes is stored in the blokchain, providing
characteristics such as integrity and security. Thus, the software socepy is used as in the

first case commented.
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Figure 3.2: Diagram of classes of the implementation of the proposed Social Choice model
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CHAPTER

Use Case Simulation Model

This chapter describes the simulation model of the case of use proposed in this project.
The case of use considers a smart building where occupants can vote the temperature in
a room. Thus, this chapter presents the modelling of occupancy, the modelling of HVAC

system, evaluation metrics and the scenario considered. In addition, results obtained by the

stmulation are presented and evaluated.
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This section describes the simulation model proposed in this work to study the case of
use. It considers occupants in a smart building which configures the temperature in a room
applying Social Choice methods. The simulation model proposed to model this scenario is

presented in Figure 4.1.

Social Choice

methods

A

\

/ Simulation model \
Multi-Agent system
Occupants HVAC systems
Occupants P ) [ v Comfort and
referznces — Satisfaction
P A Results
A A
Physical thermal Comfort
evaluation
model
methods

- /

Figure 4.1: Architecture of the simulation model

As can be seen in the figure, the simulation model is organised in four modules, which
are (i) the occupants, (ii) the Heating, Ventilation and Air Conditioning (HVAC) systems,
(iii) the physical thermal models, and (v) the comfort evaluation methods. Moreover,
voting methods from Social Choice theory are considered to maximise the comfort of the
occupants. The simulation model uses configuration values about occupants (temperature
preferences, activity in the building...) to obtain results of the comfort and the satisfaction

of the occupants with different voting methods.

The occupants and the HVAC systems are the two types of agents which form the
Multi-Agent system. It is the centre of the simulation model and uses the rest of the
modules. Thus, the agents orchestrate the simulation. The behaviour of these agents
has been modelled using state machines. The physical thermal models enable to model
the temperature. For this, thermal zones and the heat balance method are considered.
Comfort evaluation methods are used to know the occupant comfort with the temperature
in a room. For this, two methods are considered, which are a standardised Fanger’s method

and a method proposed based on individual thermal perception.

o4



4.1. MULTI-AGENT SYSTEM

4.1 Multi-Agent system

The simulation performance is made by the agents. In particular, two types of agents have
been considered: the occupants and the HVAC systems. The behaviour of these agents has
been modelled using state machines. In this manner, each state represents an agent’s action

or behaviour.

The occupants in the building are modelled through occupancy agents. These occupancy
agents are modelled by various Markov chain states, a schedule, environmental behaviours
and preferences of temperature. In addition, the states of the Markov chain represent
actions, which have a duration (time of activity) and a position where are performed. In

this manner, states are the engine to model the activity of the occupants.

Furthermore, the states of the occupancy agents belong to an inhomogeneous Markov
chain. Thus, when a trigger of change of state occurs, the probability associated with each
possible new state is different for each time period. A time period is a pair of time instants
(t1, t2) with the same Markov matrix. For instance, a possible time period would be the

pair (10:00, 13:00). These periods are defined considering the occupants’ schedule.

In addition, when a trigger for a change of state occurs depends on both the schedule
of the occupant and the time of activity. Moreover, a normal Gaussian random function
is applied to the schedules and activity times of an occupancy agent to better represent

randomness.

During the simulation, an occupancy agent interacts with the HVAC system exchanging
information. In addition, decisions of occupants change according to different environmental
behaviours. In particular, the environment behaviours considered modifies the decision to
close or not a door that should be closed or let the lighting on. These actions are relevant
in the HVAC system consumption. the environment behaviours are different depending on
the time of day and the type of occupant. In this model, three different environmental

behaviours are considered, which are excellent, good and bad.

Furthermore, the temperature preferences of each occupancy agent are considered.
These are required to apply the voting methods. Occupants inform the HVAC system
about their temperature preferences to decide the temperature in a room. Of course, they

may be different for each occupant.
The HVAC system of the buildings is modelled by HVAC system agents. They are
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assigned to the thermal zones, in relation one to one. A thermal zone is a set of rooms with

the same air mass and, therefore, the same temperature.

Thus, HVAC system agents control the rooms’ temperature evolution during the sim-
ulation. In addition, smart sensors enable to obtain information on individual occupancy
presence and temperature preferences. Moreover, voting methods to occupancy comfort in-
crease and the comfort evaluation are operated by the HVAC. The performance is regulated

by two states: ’on’ and ’off’.

4.2 Physical thermal models

Physical models enable the modelling of physical processes, such as the energy exchange.
These models enable to simulate the physical phenomena. In particular, a thermal zones
model is considered. This regulates the heat and cold gains and losses of the building’s

thermal zones.

Furthermore, the thermal zone model is performed considering the heat balance method.
This method is used to model the temperature in a room by applying the first law of
thermodynamics, the principle of energy conservation. The application of the heat balance
method is done separately in each thermal zone, which might be at different temperatures.

Each thermal zone is formed by one or more different rooms sharing the same air mass.

It has been considered the heat and cold transfers generated through lighting, occupancy
activity, external walls, inner walls, roofs, windows, air ventilation and air infiltration.
Building features and climatological aspects have been defined based on a real building
located at the coordinates (03°42’9.22”, N40°24’59.4”). The weather conditions of a month

of summer have been considered.

All the technical values employed are obtained from American Society of Heating,
Refrigerating and Air-Conditioning Engineers (ASHRAE) Fundamentals Handbook [156].
Furthermore, the equations used to apply the heat balance method are presented be-
low [157, 158].

1. Thermal conduction through the roof, walls and windows: Q = U x A x (T; — Ty),
where U is the thermal transmittance of the material, A the element area, T; the
temperature inside and 7, the temperature outside. In the calculation referring to

inner walls, T; and T, are room temperatures of different thermal zones.
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2. In Summer months, the effect of convection, conduction and solar radiation is consid-
ered: Q = U x AxCLT, where U is the thermal transmittance of the material, A the

element area and CLTD the element cooling load temperature difference.

3. Solar load through windows’ glass: @Q = Ag * maxSHGC x SC « CLF, where Ay is
the un-shaded area of the windows’ glass, maxSHGC the total solar heat transmis-
sion, a statistical data, SC the shading coefficient, determined by glazing product
effectiveness (~0.8) and C'LF' the Cooling Load Factor.

4. Heat gain through lighting system: @ = (1.2) * (Ley) * W, where Ly is the light
efficiency(~25%) and W the power (432 Watts).

5. Occupancy loads, which are separated into sensible heat: Qsensible = N x SHG %
CLF, where N is the number of people in the thermal zone, SHG the Sensible Heat
Gain per person (50W) and CLF the Cooling Load Factor(~0.8); and latent heat:
Qlatent=N*LHG , where N is the number of people in the thermal zone and LHG
the latent heat gain per person (40W).

6. Thermal exchange through ventilation and infiltration. An outside air entrance for

: L. 3 3 ACH*V lai7' air C Ti_Ta
maintaining occupant health and comfort is required: Q) = o *pD *Cx( ),

where AC'H is the air changes per hour (4), Vol the total air volume in thermal
zone, pgir the air density (1.19kg/m3), C, the air specific heat (1012J/kg*K), T;
the temperature inside, T, the temperature outside and D = 3600 second/hour. In
addition, there is an infiltration, which is a small value and difficult to obtain. Only
exchanges by open doors between different thermal zones are considered: ¢ = 1.08 x
V % h’;w « ATV =100 % YEVAT whore b is the door’s height, w the door’s width and

VTxVAT’
AT the temperature difference between rooms.

The sum of all these loads as watts is used to model the temperature in the rooms,
AJ

Olai'r *Pair ?

AJ = Javac — JQioad, Wwhere ATr is the temperature increase or decrease in the thermal

by means of the first thermodynamic law ATr = v and specific heat equation
zone, Volg;, the total air volume in the thermal zone, pu;- the air density (1.19kg/m3), Cp
the air specific heat (1012J/kg*K), Jyvac the Joules provided by HVAC system and the
JQioad the total Joules obtained from the total thermal load exchange, that is, the result of

applying the above equations.

Space where take place the study is formed by rooms. Each room is characterised
by width, length, height, number of windows (and their size), a type (office, corridor,
restroom ...), inner and external walls, and doors. All the rooms, except the restrooms,
belong to a thermal zone. The thermal power of each HVAC system is obtained at the

beginning of the simulation. For this, the heat balance method is applied in a worst-case
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scenario.

4.3 Comfort evaluation

There are important differences between the desired temperature in a room of one person
and another [38]. In fact, this difference also appears in the degree of discomfort of the
occupants with a room temperature which is different from personal preference. Therefore,

there are complications to measure the occupant thermal comfort in a representative way.

In this work, two methodologies of comfort evaluation have been considered. The first
one is known as the Fanger’s method [159, 160]. This method is probably the most com-
monly cited method to evaluate thermal comfort in buildings. According to this, there
are six factors which have a higher influence on the thermal exchange between humans
and the environment. These factors are the level of activity, the clothing characteristics,
the temperature, the relative humidity, the mean radiant temperature and the air velocity.
Considering these factors, Fanger’s method provides the uncomfortable people percentage

in a determined environment.

The evaluation of these factors enables to calculate the value of PPD (Predicted Per-
centage Of Dissatisfied), which is the percentage of occupants with discomfort with the tem-
perature value. For this, the next equation is applied: PPD = 100 — 95 % exp(—0.03353 x*
PMV*—0.2179 * PMV?), where the PMV (predicted mean vote) must be known.

The value of PMV can be obtained using an approximation method, so-called ISO
7730 approximation method [161]. This method is based on tables and is preferably used
instead of following the complex analytic method. This approximation method is based on
calculating the estimated value of the PVM, which is the PMV0, using a table associated

with the set of values considered for the before named factors.

Then, the final PMV wvalue is obtained using the equation PVM = PVMO0 + fj *
(HR —50) + f,* (T, —Tg). In this equation, fj, and f, are the correction of the factor
of humidity, 0.008, and the temperature, 0.13; HR is the relative humidity, 0.4; T, is the
environment temperature and 7. is the mean radiant temperature, which is considered one

degree more than 7.

In this work, the values for the Fanger’s method factors have been defined considering
a Summer month. Thus, these values are an activity level of 120kCal, a clothing level of

0.75, relative humidity of 40%, and an air velocity of 0.15m/s. Considering these values,
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the values of temperature and their associated values of PVMO are the following: 18°C,
-1.49; 20°C, -1.00; 22°C, -0.48; 24°C, 0.04; 26°C, 0.56; 28°C, 1.09; 30°C, 1.62; 32°C, 2.17.

According to the above, Fanger’s method provides a generic measure that could be ob-
tained knowing the general environment and occupancy characteristics. Thus, this method
is really useful when individual occupant preferences are not known. However, Fanger’s
method does not enable to measure the comfort of an individual occupant. Thus, this

method does not consider the occupants’ temperature preferences.

According to this, a second analysis method is used in this work, which is called pref-
erences method. This method enables to estimate the occupants’ comfort considering the
individual preferences. For this, a function is defined. This function evaluates the discrep-
ancy, which is the difference between the room temperature and the occupants’ preferences.
Thus, a variation in the temperature with respect to the occupant preference causes a rise

of the discomfort depending on the value of discrepancy.

The proposed function is a piecewise-defined. The design of this function is inspired on
works on the variation in the perception of the thermal comfort, such as as [162, 163]. In
particular, this function has three regions, which are a temperature variation of (i) up to
two degrees, (ii) between two and four degrees, and (iii) greater than four degrees. Each
region has a steeper slope, greater decrement of comfort when there is a greater difference
with the desired temperature. Thus, the discomfort variation is greater when there is more

distance with the desired temperature.

4.4 Experimentation

The model for improving occupancy comfort proposed in this work is implemented in a
simulation tool. This simulation tool considers the use of Social Choice methods which
allow occupants to vote the temperature in a room. In this manner, the different voting

methods are studied. This section presents the results corresponding to this study.

According to this, this section has two parts. First, the scenario considered to perform
the experimentation and the implementation of the tool are described. Second, the results
of occupants’ satisfaction and comfort obtained by each voting method are presented and

evaluated.
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4.4.1 Scenario description and implementation

The experimentation has been carried out in Telecommunication Engineering School of the
Universidad Politécnica de Madrid. In particular, the floor is shown in Figure 4.2 has been
considered. It has a rectangular shape with an area of ~16x100m2. Moreover, The floor is
divided into 37 rooms and 28 thermal zones, distributed as 14 offices, with one thermal zone
by office, 20 laboratories, with 12 thermal zones, and 1 hall and 2 corridors, divided into 2
thermal zones. In addition, there is one restroom, which does not belong to any thermal
zone, and two exits. Classes are not considered. The maintenance department has been
contacted to collect information about the distribution of the thermal zones. There are 1-5

professors in the offices and 3-8 researchers in the laboratories.

Classes
T BT

=

Laboratories

Figure 4.2: Plan of the building considered to carry out the experimentation

Furthermore, a survey has been submitted and processed. This survey was completed
by 18 professors and 16 researchers who work in the considered university’s floor. In this
manner, the information of occupants on the daily activity, environmental behaviour and

temperature preferences are known.

First, the information on the daily activity enables to define the place when the states
are performed and their duration. Second, the information on environmental behaviour is
used to define the percentage of occupants with each behaviour. Finally, the information
on temperature preferences is used to define a Normal distribution with an average of 23°C

and a standard deviation of 2, which provides an approximate variation of 19.5°C to 26.5°C.

The simulation model proposed is implemented using the programming language Python.
Moreover, two packages are used, which are MESA and Transition. Transitions is a lightweight,
object-oriented state machine implementation. This package is used to model the behaviour
of the agents in the building. However, the Markov state machine behaviour is not consid-

ered in this package. Thus, this functionality is implemented.

Mesa [164] is an open-source software useful to create agent-based models. Mesa’s ar-

chitecture is defined with modularity, providing four different modules, which are a Model,
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a Scheduler, the Agent class, and Space. This space is defined by means of a grid with
coordinates (x, y). The main extensions provided in this work are: (i) definition of agents
(occupants and HVAC system), (ii) modelling of crowd’s behaviour in buildings, (iii) defini-
tion of physical space, which is a discrete space of 0.5x0.5m forming rooms, (iv) modelling of
physical models, (v) consideration of comfort evaluation methods and (vi) integration with

Social Choice methods. The simulation tool is provided as open-source software in [165].

4.4.2 Social Choice model simulation results

Different voting methods from Social Choice theory which allow occupants to vote the
desired temperature in a room are studied. This section presents an evaluation of the
considered Social Choice methods, which are described in Section 3.2. For this purpose,
the results of comfort and of satisfaction obtained with each method are presented and

compared.

Occupants’ comfort is measured with the Fanger’s method and the proposed preferences
method, which are described in Section 4.3. As was discussed, the difference between them
is that the preferences method enable to obtain individual information about the occupant
comfort of the occupants, considering their preferences, while the Fanger’s method considers
a standard value of temperature. The satisfaction of the occupants with the voting result

is measured using distances, which is described in Section 3.3.

According to this, this section firstly presents and describes graphical results comparing
the eight voting methods, and then presents conclusions. The eight voting methods are:
(M1) Approval voting, (M2) Borda voting, (M3) Cumulate voting, (M4) Exchange of weight
voting, (M5) Pairwise comparisons voting, (M6) Plurality voting, (M7) Range voting and
(M8) Single transferable vote. In addition, a situation in which no voting methods are

applied is also considered (MO).

Figure 4.3 presents the comfort values obtained by each voting method for a day consid-
ering the preferences method. As can be seen, there are three different areas in the graph.
The first one and the last one, which are the morning and the afternoon, provide the most
valuable information. In contrast, the area corresponding to the lunchtime is a transition
area since it is a time of the day of high instability. In this area, the value of the comfort
tends usually to a maximum or minimum value because the number of people in a space is
greatly and abruptly reduced. Therefore, focusing on the other two areas the next results

are obtain. It can be seen how the M0, M1, M3, M8 and M6 methods obtain lower results
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than the other methods, which are around or below 75%. The M5, M7, M4 and M2 methods

provide comfort values around 80%.
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Figure 4.3: Comfort values obtained by each Social Choice method considering preferences
method

Figure 4.4 presents the comfort values obtained by each voting method for a day con-
sidering fanger’s method. As can be seen, the results presented have some similarities to
the previous case, considering the method based on preferences. However, there are three

main differences.

The first difference is the value of comfort, y-axis. In this case, there is a smaller am-
plitude range and a smaller variation between the maximum and minimum values obtained
by the different voting methods. This is due to the fact that the Fanger’s method considers
a fixed value of intermediate temperature, being more stable than considering the personal

values of the occupants, which can be more distant values.

The second difference corresponds to the results. There is a modification in the position
of some voting methods if they are ordered from better to worse. For example, the M8
method presents, in relation to the rest of the methods, a better result than with the

method of preferences.
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Figure 4.4: Comfort values of each Social Choice method considering Fanger’s method

However, similar results are obtained in general with both comfort evaluation methods.
In particular, the M1 and M3 methods are inferior to the rest, with values around 83% and
87%. The M8 and M6 methods get intermediate values, which are around 90%. The M2,
M4, M5, M7 methods are above the others, with values around 92%.

The last difference refers to M0, when no voting method is considered. In this case,
a continuous value of 24°C of temperature is considered. This value is the optimum of
Fanger’s method. Thus, the result obtained with the Fanger method corresponding to MO
can be seen as an upper limit, which is not perfect because there are temporary variations

of the temperature value due to the thermal model.

That is, therefore, the expected result since the Fanger’s method does not consider
the individual preferences of the occupants, which is the objective of the M1-M8 methods.
Therefore, considering an alternative method to evaluate individual comfort as the proposed

preferences method is interesting.

Moreover, taking into account this fact about the result obtained with the optimal case

considering Fanger’s method (MO), the following information can be stated. The voting
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methods that obtain a better result considering an evaluation with the Fanger’s method,
are those methods that obtain a better collective preference combinating the individual

preferences.

This is because the Fanger’s method considers a mean, generic, ‘suitable for everyone’
value. Therefore, the voting method which obtains a value closer to the value of M0 case
is the voting method that adequately considers all voting participants. This information
may be false since the methods that have a better result with Fanger’s method could not

consider individual preferences.

However, some veracity can be affirmed because of the results obtained with the pref-
erences method are similar. That is, the voting methods that obtain the best results with
Fanger’s method also obtain the best results with preferences method. Moreover, these vot-
ing methods do not achieve values closer to the maximum with the Fanger method because
the average temperature preference of occupants is not 24°C but 23°C. As was commented

above, this value is defined using the information given in the survey.

Figure 4.5 presents the results of the average occupant satisfaction provided by each
voting method. In this case, methods M1 and M3 are clearly below the rest with satisfaction
values below than 5. The M8 and M6 methods provide a medium satisfaction value, which
is between 6 and 7. The methods that stand out as the best are M2, M5, M4 and M7, with

satisfaction values between 7 and 8.

Moreover, the MO case obtains very low results of satisfaction. This could be expected
since in this case there is no adaptation of the temperature. However, these results are not
so low when are compared with the two voting methods that obtain the worst results. This
may mean that sometimes the application of an inappropriate voting method is no better

than not considering one voting method.

Moreover, Table 4.1 presents a comparative summary of the Social Choice methods stud-
ied. Each method is presented with its value of comfort and average satisfaction obtained.
As it can be seen, and according to the above, the voting methods can be divided in three
groups: (i) Range voting (MT7), Exchange of weight voting (M4), Pairwise comparisons vot-
ing (M5) and Borda voting (M2), which obtain the best results; (ii) Plurality voting (M6)
and Single transferable vote (M8), which provide medium results; and (iii) Cumulative vot-
ing (M3) and Approval voting (M1), which obtain the worst results. This classification is
made considering the average satisfaction metric. However, there is a strong relationship

between the values of satisfaction and comfort obtained by each voting method.
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Figure 4.5: Average satisfaction of each Social Choice method

According to the above, the Social Choice methods obtaining the best results are gen-
erally those that consider grade information about the preferences. In particular, Range
voting and Exchange of weight voting methods consider the sum of the preference scores
between -10 and 10. Between these two methods, Exchange of weight voting obtains a

slightly worse result since this method is defined to favour minorities.

Borda voting and Pairwise comparisons voting methods also provide good results. This
is because they also consider a rating of the voting alternatives. However, the difference
with Range voting is that they consider fixed ratings (decreasing steps), providing less
information. Again, Pairwise comparisons voting method favors the minorities, providing

a slightly worse result.

Plurality voting and Single transferable vote methods obtain intermediate results. This
is because these methods only reflect a single option as a preference, providing less infor-
mation. In addition, the Single transferable vote method obtains worse result due to the

consideration of the minorities.

The worst results are obtained by Cumulative voting and Approval voting methods.
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This is because Cumulative voting limits the total number of votes that can be distributed
to the options. Thus, this method limits the information and generates noise. In addition,
Approval voting method considers multiple options as equally valid regardless of their grade.

Because of this, it provides more noise since one option can not be defined as preferred.

Comfort
Method Id | Satisfaction
Preferences method | Fanger’s method

Range voting M7 7.67 79.45 91.68
Exchange of weight voting |M4 7.49 80.58 91.86
Pairwise comparisons voting| M5 7.19 78.79 91.91
Borda voting M2 7.18 79.08 91.93
Plurality voting M6 6.44 76.21 90.42
Single transferable vote M8 6.18 74.84 90.19
Cumulative voting M3 3.74 71.66 87.01
Approval voting M1 3.58 69.12 82.98

Table 4.1: Average satisfaction and comfort of each Social Choice method

Two facts are obtained from this information. The first one is the importance of allowing
voters to grade voting options. In this manner, voters not only define a preferred option
but also can give information about all preferences. The second one is related to this, the
voting methods that obtain the best results are those that consider more information about
the preferences of voters. Due to this, it is important a good fit in the modelling of votes

according to the voting method chosen.

Moreover, if that fact is not taken into account, valuable information can be wasted or
noise can be generated. However, this facts are affirmed in this case of study. As has been
commented in the analysis of the problem, it is important to study each particular case to

discover the most appropriate conditions for applying Social Choice theory.
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Blockchain voting platform

This chapter presents the voting platform developed in this work. For this, the architecture of
the solution and its components are described. In addition, the component which implements

the functionality of voting is described in detail. Finally, the ontology proposed in this work

1s presented.
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The voting platform which enables to apply Social Choice methods in a smart environ-
ment is implemented considering the use of Hyperledger Sawtooth project. Section 2.4.4
presents more information about this project and the reason it is considered in this work.
This section presents the architecture of the voting platform and describes its main com-

ponents.

In addition, smart contracts are those that provide blockchain functionality. In par-
ticular, Sawtooth considers transaction families. Therefore, this section also describes the
transaction family implemented to provide voting functionality. Moreover, this section
presents the definition of an ontology considered in this work for use in a REST interface

of the voting platform.

5.1 Architecture of the platform

Figure 5.1 presents the architecture of the voting platform based on Sawtooth and its
components. As can be seen, the platform is formed by multiple validation nodes connected
to each other forming a network. Each of these nodes is identical, that is, they are formed
by the same components. In addition, if they are working correctly, they eventually have

the same exact copy of the Blockchain as the rest of the nodes.

Therefore, it is not necessary to have more than one node for the platform to work.
Moreover, it is the situation that is considered during the development phase. In the final
deployment, the appropriate scenario is that each validating node is in as many devices
as possible, such as sensors and smartphones. However, there can also be several devices

sharing the same node, such as sensors in the same room.

According to above, Figure 5.1 presents a node validator and the components that
form each validator node. These components are services running on Dockers containers
communicated by TCP connections. Docker containers are lightweight virtual machines
which contain all of required for the application operation, such as libraries and other
dependencies. A scenario of Dockers containers is defined in a configuration file, which is

presented in Appendix C.

In particular, there are six components in a validator node, which are the following:
(i) an API REST server (ii) a shell client by command line, (iii) a validation service, (iv)
a consensus engine, (v) a configuration service, and (vi) the transaction family with the

Social Choice application. All these components are described below.
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Figure 5.1: Architecture of the voting platform based on Sawtooth

The validator is the core component for running the Sawtooth Distributed Ledger. It
is the responsible for validating batches of transactions, combining them into blocks, main-
taining consensus, applying the configuration, and coordinating communication among the

clients, other validator nodes of the network, and transaction families.

Moreover, the validator starts the voting platform. For this, it initialises the distributed
ledger generating the genesis block with the initial configurations, and initialises and inter-
connects each component of the validator node. In addition, the validator can be controlled
using the REST API.
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The consensus engine or algorithm is the engine to building agreement among a group of
validator nodes in the network. This project is developed and published in the repositories
using the Docker image of Sawtooth’s ‘dev mode engine’. This is a consensus engine for

Sawtooth that offers a simplified random-leader algorithm.

This version of the consensus engine is useful for testing applications built on top of
the Sawtooth system. Thus, this is recommended to develop transaction families. This is
because it has a high commit rate, providing quick feedback to the developer. Although this
consensus engine can be used in final development, it has a very inefficient fork-resolution

algorithm and makes no guarantees about crash fault tolerance.

Therefore this consensus engine should be changed in a production environment. This
operation is very simple, it just requires to change the image that is used in the deployment
of the system. For example, in order to use the consensus algorithm with PoET, the image

used is changed to ‘sawtooth-poet-engine’.

The settings component provides a method for storing on-blockchain configuration set-
tings. The settings stored in the state by this component play a critical role in the operation
of the validator node. For example, the consensus module and the pluggable components
such as transaction family implementations use the settings during their execution. The

setting data consists of key/value pairs.

The Social Choice transaction family is the transaction family implemented in Python
which enables to provide the Social Choice functionality. For this, it validates transactions
and updates state based on defined rules. This component defines the data model and the
business logic for apply Social Choice methods on a blockchain by submitting transactions

for different actions. This component is described in detail in Section 5.2.

The REST API component provides a service which enables to interact with the val-
idator using HTTP/JSON standards. In this way, transactions, which produces actions of
a transaction family, can be executed. In addition, the API endpoints include RESTful
references to resources stored in the Sawtooth ledger which are of interest to users, such as

blocks and transactions.

As was commented in section 2.4.4, the REST API process runs as a separate pro-
cess from the validator process. It treats the validator as a black box, simply submitting
transactions and fetching the results. Therefore, a proxy server must be used to consider
authentication in operations to query instances of the blockchain and to generate trans-

actions, which can be managed by transaction families. The development of this proxy is
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proposed as future work.

The REST API uses a JSON envelope to send metadata back to clients in a way that is
simple to parse and easily customised. Moreover, Sawtooth format the data in the payload
as comma separated values. Section 5.3 presents a future alternative to change the format
of the data provided by the API REST to JSON-LD. An example of the use of this rest

service is presented in Section 6, considering a mobile application as a client.

The shell client is the component used to run commands that act as a client application.
For this, they communicate with the validator through the REST API. Figure 5.2 presents
the elements that form the shell client, which are the Command Line Interface (CLI), the
Social Choice commands and the REST Client.

(& Shell client )

Social Choice _
commands REST client Validator node

CLI N REST API
—b>om—al|l— B N }
< | oy | «—

Admin \_ J

Figure 5.2: Components of the shell client

The CLI is modified to provides a new set of commands. A user (usually admin or
developer) run the commands in the CLI to use the services of the Social Choice transaction
family. The Social Choice commands are implemented in a Python file that provides the
functionality and non-functional requirements, such as the parsing of arguments and the

help option.

In particular, eight commands are considered. They have different options and argu-
ments, which can be obligatory (voter and voting information) and optional (authorization,
REST service endpoint URL, private key...). These commands enable to perform the fol-
lowing actions: (i) create a voter, (ii) create a voting, (iii) register a voter in a voting, (iv)
unregister a voter from a voting, (v) apply the voting method of a voting, (vi) define voter’s
preferences for a voting, (vii) obtain information from an entity (voter or voting), and (viii)
obtain information from all defined entities. Section 5.2 presents the implementation of

these actions.

The commands execute functions on a REST client. It is implemented to make requests

with the appropriate format and considering the arguments given by the user in the terminal.
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The REST client communicates with the REST server of the Validator node to obtain
information of the state of the blockchain and to execute transactions. The state and the

transactions are the ones corresponding to the Social Choice transaction family.

5.2 Social Choice transaction family

In blockchain technologies, smart contracts are programs that take a transaction as an input,
process it, and produce an output. Smart contract provides the business logic, implementing
the functionality for a specific case of use. In Hyperdleger Sawtooth, the concept of smart

contracts is expanded by viewing a smart contract as a ‘transaction family’.

The validators pass the transactions through the distributed log and route them to
an appropriate transaction family. These transaction families ingest the payload of the
transaction and processing it, generating a new distributed state in the blockchain. This
state is managed by storing a serialized state of in a Radix Merkle tree. For this, each

transaction family is assigned to a namespace to which it can write.

A Social Choice transaction family is implemented using the Sawtooth Python SDK. It
enables to develop a Social Choice application over Sawtooth. Figure 5.3 presents the four
components of this transaction family, which are the following: (i) the transaction handler
(ii) the payload checker, (iii) the Social Choice methods, and (iv) the Social Choice state.
In addition, both the transaction handler and the Social Choice state communicate with
the validator of the validation node to which that social choice transaction family belongs.

All four components are described below.

The transaction handler is the core component of the transaction family. It defines the
business logic and is connected with the validator and with the rest of the components of the
Social Choice transaction family. Mainly, the transaction handler has four responsibilities.
First, it is responsible for registering the transaction family in the validator, enabling that

it can be located and used.

Second, the transaction handler manages the transaction payloads and associated meta-
data. Third, it filters and manages the actions defined in the transactions to use the ap-
plication. Finally, it applies the methods of getting and setting state when actions require

it.

The routing of transactions to a transaction handler is made by the validator. For this,

the transaction handler is addressed using identification properties. They determine the set
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Figure 5.3: Architecture of the transaction family of Social Choice application

of transactions of a transaction family that can be processed by the transaction handler. In

particular, there are three identification properties.

These are the family name, which is the name of the transaction family; the family
version, which is a list of versions of the transaction family, so different versions of the same
transaction family can be supported; and the namespace, which is a list containing all the
handler transaction’s namespace. This namespace is the same as those used to address the

data stored in the Merkle-Radix tree in the state managing.

The transaction handler is responsible for filtering and applying six different actions.
These are defined in the payload of the transactions. The requests which enable to access to
data loaded in the state of the blockchain are not the responsibility of the handler but of the
validator. This is because the access to data does not produce changes of state and therefore
they are not originated by transactions. In particular, six actions are implemented, which

are described below.

e Create a voter. This action enables to create a new voter and stores it in the

blockchain. This action has two obligatory parameters, which are the voter id or
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username and the public signature. In addition, it has one optional, which is the

preferences, which is initialized as empty if not is given.

e Create voting. This action creates new voting and stores it in the blockchain. For
it, three obligatory parameters are considered, which are the id of the voting, the

possible configurations or candidates and the method of Social Choice theory.

e Register a voter. This action enables to load a voter and a voting already created
and stored in the blockchain using their ids and modifies their argument ‘preferences’.
In this manner, a voter with its preferences can be included in the preferences of a
voting. Moreover, the voting is included into the preferences of a voter, if this was
not done previously. In this way, voting considers the voter when it applies Social
Choice methods. If a voter had not defined preferences for the voting, these are
initialised to zero. Once this is done, both the voting and the voter with their new
preference argument are stored in the blockchain. This action requires two obligatory

parameters, which are the voter’s id or username and the voting name.

e Unregister a voter. This action gets a voting already defined and stored in the
blockchain to modify its parameter ‘preferences’. Afterwards, voting with the at-
tribute modified is stored again in the blockchain. In this way, a voter is removed
from the preferences of a voting. Therefore, voting does not consider the voter when
applying Social Choice methods. The voter’s preferences are not modified so that
they can be used in a new register. This action requires two obligatory parameters,

which are the voter’s id or username and the voting name.

e Set preferences. This action enables to get a voting and a voter already defined and
stored in the blockchain to modify their parameter ‘preferences’. Afterwards, the
new voting and the new voter are stored again in the blockchain. In this way, a
voter’s preferences corresponding to a voting are modified. This action requires three
obligatory parameters, which are the voter’s id or username, the voting name and the

new preferences.

The transaction handler applies these methods by interacting with the other components
of the family transaction and with the validator. The transaction handler receives from the
validator a state context and each transaction with the data (action and parameters) and

the metadata.

The context provides the interface for load data from, remove data from and store data

in the state. It is given to the Social Choice state component enabling it can interact with
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the validator and the blockchain. In this manner, the transaction handler can use the Social
Choice state component to getting data from, setting data in, and deleting data from the

state.

The Social Choice state defines a data model. It is formed by two instances, which are
voter and voting. Figure 5.4 presents the model of data, which is formed by the instances
and their attributes. As can be seen, voter has a public sign, a id or username and a
dictionary of preferences; and voting has a name, a list of configurations, a list of winners, a
of Social Choice method and a dictionary of preferences. Both type of instances are related
by the preferences attribute, which is a dictionary with the value of preference of a voter to

each configuration of a voting.

Voting Voter
. 0..N 0..N .
name string username string
configurations list public_sign string
- 1 1 -

voters_preferences dictionary preferences dictionary
sc_method string

winners list

Figure 5.4: Model of data of the voting application

Therefore, the Social Choice state component defines the data model of the state and
implements the functions to manage the data in the state. These functions includes the
operations get (load), set (store) and delete, which are applied considering the hash of the

namespace and of each instance.

In addition, serielization and deserialization functions are defined. These functions
enable to transform values and objects which are non-codeable, such as integers and dictio-
naries, to strings and vice verse. This is beacuse the data must be coded to be loaded in

the state.

The transaction handler use the payload checker component to manage the payload.
This component works as a set of filters which decode the payload of the transactions
and check that the data is correct, releasing an appropriate exceptions if they are not. In

addition, they apply formatting operations. This is because the parameters are given in the
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payload as strings. Therefore, conversion operations must be applied to integers, lists, and

dictionaries.

The Social Choice methods component is used by the transaction handler to apply voting
methods. For this, this component requires the value of the attribute of a voting with the
preferences. In this manner, the results of the voting winners are obtained and the voting

is updated. The model and implementation of this component is described in Section 3.

In addittion to this, although a client is not presented in Figure 5.3, it is theoretically
considered part of the family transaction. This is because it must use the same data
model, serialization/encoding method, and addressing scheme. The client is responsible for
managing the client logic of the application, creating and signing transactions, combining
those transactions into batches, and submitting them to the validator. According to this,

a based on smart phone application client is presented and described in Section 6.

5.3 Proposed ontology

The definition of an ontology enables to move the information of the systems from data
to semantic concepts. This increases the precision and efficiency in the use of information.
Moreover, ontologies promote greater consistency and understanding of the meaning of
information to humans and computing systems. In fact, an ontology is useful to integrate

different systems.

In this work, an ontology is defined. It describes semantic concepts, relations and prop-
erties used in the voting platform. Thus, this ontology considers the aspects concerning to
the Social Choice model. In particular, the proposed ontology is used to define a knowledge

exchange system based on the REST API provided by the voting platform.

One of the phases of the methodology considered to build an ontology, which is described
in Section 2.5.1, is the consideration of already defined ontologies. At the time of doing
this work, there are some ontologies that define voting terms and relations. However, these
ontologies are related to political elections and not to Social Choice theory. Therefore, they

are not used in this work.

Instead, the use of ontologies that define particular concepts used in the proposed Social
Choice model, such as voting and voter, are considered. In particular, the DBpedia is used,
which is a project for the extraction of data from Wikipedia and its conversion to a semantic

Web version.
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In addition to this, four ontology languages are used. These RDF, RDFS, XSD and
OWL, which are described as follows. First, RDF provides the definition of types of domains
or subject. Second, RDFS enables to describe the domains and the ranges in relations and
the comments about the defined classes. Third, XSD allows ontology to define primitive
types, such as list, integer and double. Finally, OWL enables to define the classes, the

object properties and the data properties.
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Figure 5.5: Ontology proposed to define the concepts of the voting platform

Figure 5.5 presents the complete graph of classes, relations and properties of the pro-
posed ontology. As can be seen, the ontology is formed by seven classes. The identifier of
the class has the form ‘prefix:name’. Two prefixed are used, which are ‘dbp’ for the classes
defined in the DBpedia , and ‘soce’ for the classes defined in this work. Table 5.1 present

the list of the classes with their description.

Moreover, twelve object properties are described in the ontology. These properties
working as relations between classes. For example, ‘definesPreference’ represents the rela-
tion between voters and their preferences for each configuration in voting. All the object
properties are presented in Table 5.2. In addition, this table shows the domain and the
range of the object properties. They represent the classes between which there are relation

and its direction.

In addition, the ontology defines five data properties, which are presented in Table 5.3.
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Class / Term Ontology (Prefix)| Descripton

Social _Choice DBpedia (dbp) |Represents an Social Choice procedure

Voter DBpedia (dbp) |Represents a participant of votings in a Social Choice procedure

Voting DBpedia (dbp) |Symbolize a voting process in a Social Choice procedure

Voting_method| DBpedia (dbp) |Represents a voting method of a voting

Preference Proposed (soce) |Represents a voter’s preferences for a configuration of a voting

Configuration | Proposed (soce) |Symbolize a candidate of a voting

Voting_result Proposed (soce) |Represent a result obtained applying a voting

Table 5.1: List of classes of the proposed ontology and their description

Object property Domain Range Descripton

considersVoter dbp:Social_Choice dbp:Voter Relates an Social Choice procedure to a set of voters
performsVoting dbp:Social_Choice dbp:Voting Relates an Social Choice procedure to a set of votings
isRegisteredInVoting dbp:Voter dbp:Voting Describes which voters participate in which votings
definesPreference dbp:Voter soce:Preference | Represents the preferences associated with a voter
valuesConfiguration soce:Preference | soce:Configuration |Relates a scoring to a configuration
referencesVoting soce:Preference dbp:Voting Relates a preference to a voting

appliesVotingMethod dbp:Voting soce: Voting_method | Describes which voting method applies a voting

obtainsVotingResult dbp:Voting soce:Voting result |Presents the results obtained by a voting

hasConfiguration dbp:Voting soce:Configuration |Describes the possible settings that a voting has

hasFirstPlaceWiner |soce:Voting result| soce:Configuration |Presents the first place winner of a voting

hasSecondPlaceWiner |soce:Voting_result | soce:Configuration |Presents the second place winner of a voting

hasThirdPlaceWiner |soce:Voting result | soce:Configuration |Presents the third place winner of a voting

Table 5.2: List of object properties (relations) of the proposed ontology and their description

These properties represent attributes given to some classes. For this, the classes are defined
as domains and the types of value of the attributes as ranges. For instance, the class ‘Voter’

has a string identifier ‘voterName’.

The ontology proposed is evaluated using SPARQL and Jena Fuseki. These technologies
have been presented in Section 2.5.2. In summary, they provide a way to create, update and

access graphs. Thus, a set of examples are generated to know how the API REST works
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Data property Domain Range | Descripton
voterName dbp:Voter xsd:string | Describes the username of a voter
preferenceValue soce:Preference | xsd:integer | Describes the score of a preference for a configuration

configurationValue| soce:Configuration | xsd:string | Represents the value of a possible configuration

votingName dbp:Voting xsd:string | Represents the name of a voting

methodName soce: Voting method | xsd:string | Represents the name of a voting mehtod

Table 5.3: List of data properties (properties) of the proposed ontology and their description

with the ontology.

As also was discussed in Section 2.5.2, the formats considered to specify the ontology are

Turtle and JSON-LD. Because of the goal of this ontology is the definition of information
provided by a REST API, the format used is JSON-LD, which is compatible with JSON

processing. The proposed ontology and an example of use are presented in Appendix D. For

instance, using JSON-LD format, the data response given by the REST API is transformed

from Listing 5.1 to Listing 5.2.

"VoterUsername’, ’VoterUsername’, ’{"Temperature": {"22": -6, "24":
1

" Temperature’, "[’22’, '24', "267]1", 'borda-voting’, " ["22", "24",

VoterUsername": {"22": 8, "24": 5, "26": —6}}’

I3 "o o
5, 26

"6,

l{ll

Listing 5.1: REST service response

"@graph": [

{

"@id": "soce:Voter_1",
"Qtype": ["owl:NamedIndividual", "dbp:Voter"],
"soce:definesPreference":[{"@id":"soce:Preference_Temperature_l"},
"soce:isRegisteredInVoting": [{"@id": "soce:Voting_Temperature"},
"soce:voterName": "VoterUsername"

t

{
"@id": "soce:Preference_Temperature_1",
"@type": ["owl:NamedIndividual", "soce:Preference"],
"soce:preferenceValue": 8,
"soce:referencesVoting": {"@id": "soce:Voting_Temperature"},
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"soce:valuesConfiguration": {"@id": "soce:Configuration_Temperature_ 1"}
"@id": "soce:Configuration_Temperature_1",

"Qtype": ["soce:Configuration","owl:NamedIndividual”],
"soce:configurationValue": 22

"@id": "soce:Voting_Temperature",

"@type": ["owl:NamedIndividual", "dbp:Voting"],
"soce:appliesVotingMethod": {"@id": "soce:Voting_Method_Borda"},
"soce:hasConfiguration": [{"@id": "soce:Configuration_Temperature_1"},
"soce:obtainsVotingResult": {"@id": "soce:Voting_Result_1"},
"soce:votingName": "Temperature"

"@id": "soce:Voting Method_Borda",

"@type": ["owl:NamedIndividual", "dbp:Voting_method"],
"soce:methodName": "borda-voting"

"@id": "soce:Voting_Result_1",

"@type": ["soce:Voting_result","owl:NamedIndividual"],
"soce:hasFirstPlaceWinner": {"@id": "soce:Configuration_Temperature_ 1"},

Listing 5.2: REST service response using the proposed ontology




CHAPTER

Mobile client application

This chapter describes the mobile application implemented in this work. This application is
proposed as a solution that can be used as a client of the voting platform. Therefore, this
chapter first describes the design and implementation of the application. Then, it presents
aspects related to the modules required for its functioning. Finally, this chapter presents the

functionality of the application and a description of a possible deployment.
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Smart cities and smart buildings consider smart environments which can obtain informa-
tion from people’s smartphones. For this, different ways of connection such as IP connection
over cellular data-link service are used. In this work, a mobile application that allows users

to interact with the voting platform is designed and implemented.

This application must work on the Android and iOS operating systems. For this rea-
son, React Native framework is used. As was discussed in Section 2.6, It is a solution to
cross-compiled application development which provides plenty of advantages over traditional

means of mobile phone development.

6.1 Application development

Before starting with the implementation, the functional requirements of the application are
defined. First, users can know the votes in which they are registered. Second, users can
know relevant information about a vote: name of the vote, current winner of the vote, and
voting method applied. Third, users can define new preferences and know them and modify
them when preferences have already been defined. Fourth, all the information presented
to users can be updated and show the latest situation. Finally, users can modify their

username and password.

Once the functional requirements are defined, preliminary design or mock-up can be
made. React Native uses components to define the views. Therefore, the design considers
the components that will be necessary, their hierarchy and interrelation. Figure 6.1 presents

a mock-up of the application considering the required components.

All the components of React Native which have been used in the implementation of the
mobile phone application are presented below. In addition, their operation and the purpose

for which they have been considered is described.

e View. A component which works as container and is the most fundamental for building
a Ul. View enables to map directly to the native view. In this application, it is used
to organise the definition of the components. This is interesting to apply the same

style to a group of components, creating relations of layout among them.

e HomeScreen. This component is implemented to include all the elements used in the
initial view. It shows the voting list and the buttons to go to the settings view and

to refresh the list. In addition, it incorporates all the required functionality, such as
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<AppNavigator/>
<HomeScreen/> <VotingScreen/>
<TouchableOpacity/>| |<TouchableOpacity/> <Text/> <Text/> <Text/>
<FlatList/> <FlatList/>
<TouchableOpacity/> <Slider/>
<TouchableOpacity/> <Slider/>
>
(o] o
(o] (o]
(o] (o]
<TouchableOpacity/> <Slider/>
<lmage/> <lmage/> <lmage/> <TouchableOpacity/>

Figure 6.1: Mock-up of the React Native application

obtaining the voting list from the voting platform.

e VotingScreen. This component renders the elements of the voting view. It includes
the information fields, the sliders of the configuration and the button to send new
preferences. In addition, it implements the functionality for obtaining and sending

information about the votes and configurations from the voting platform.

e SettingsScreen. Component corresponding to the user settings screen, which shows the
username and password. In addition, it includes the button for changing parameters

and its functionality.

e AppNavigator. This component use React navigation methods to manage the pre-
sentation of multiple screens and the transition between them. In particular, it is
used to navigate between the three screens: home, voting and profile. In addition,
this component provides functions to pass attributes between views. For instance, the

voting name selected from the voting list is passed to the voting view.

e Flatlist. A performant interface for rendering simple flat lists. Using this component,

two lists of elements are implemented. First, a list with the votes in which a user is
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registered. Second, a list of configurations of each voting, which can be used by the

users to define preferences.

Image. A component for displaying different types of images. This component has
been used twice. First, on each touchable element to represent its functionality. For
example, one touchable element contains a ’reload’ image to inform that it is an update
button, and a forward’ image in each item of the voting list to inform that they are
touchable. Second, to show the images of the institutions in which the project is

developed.

Slider. A component used to select a single value from a range of values. It is used to
allow users to select the value of the vote that they wish to give to each configuration.
To do this, the number of sliders implemented depends on the number of configurations
in each voting. As was discussed in Section 3.1, users can define votes which have a

value inside of the range [-10, 10]. In addition, a step of one is defined.

Text. A component for displaying text. Through this component, all textual infor-
mation of the application is displayed. For example, this allows the application to
inform the users which configuration is the winner, which method is applied, or which

preference values are defined.

TextInput. A foundational component for inputting text into the app via a keyboard.
This component is used to allow the user to introduce new values of username and

password in the profile screen.

TouchableHighlight. A wrapper for making views respond properly to touches. In
addition, on press down, the opacity of the wrapped view is decreased. This compo-
nent is used as a button in the application. In particular, it is used as the items in
the voting list and to refresh the list of voting, to navigate to the profile screen, and

to send new preferences.

ActivityIndicator. Display a circular loading indicator. This component is useful to
inform the user that the application is loading some necessary resource which requires
a certain amount of time. In particular, this component is used during the requests
from the application to the voting platform server that is used to obtain voter and
voting information. In addition, it is also used during a load of information stored in

the mobile device (private key, password and username).

Alert. Launches an alert dialogue with a specified title and message. Using this
element notifies the user that the new preferences are sent to the voting platform

correctly.
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All these components are implemented to develop the React application. In addition,
style sheets are used, which are an abstraction similar to CSS StyleSheets. They are prop-
erties used to define the style of the components of the application. For this, attributes such
as position, colour and size are defined. Figure 6.2 presents the views of the final applica-
tion implemented. As can be seen, the implemented application has two main screens which
allow users to use the voting platform. In addition, the application has another screen cor-
responding to the ‘SettingsScreen’ component, which enables to modify the password and

user stored in the application and used in the voting platform.

The two screens shown in Figure 6.2 correspond to the ‘HomeScreen’ and ‘VotingScreen’
components. The screen on the left allows users to select a voting in which a user is registered
to access it. The screen of the selected voting is then displayed, which corresponding to the
screen on the right. In this way, a user can know information about a voting in which he is

registered and modify his preferences for that voting.

Home < Voting
Voting winner Voting Name Voting method
&@ G 26 Temperature borda-voting
22:-6

Select a voting to know its status and

to define preferences Value of the vote for '22'is -6

Temperature - |:_l/\ 245
TV Channel - Value of the vote for '24'is 5
Music -

26: 8

Value of the vote for '26'is 8

Submit new =
preferences

1E
&
I~y
Y
wn
-_—

Figure 6.2: Client application of the voting platform
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6.2 Methods, modules and Sawtooth SDK

The functionality of the application which satisfies the functional requirements is imple-
mented in the components of the views. For this, three resources are used, which are: (i)
methods provided by React Native, (ii) external modules or libraries, and (iii) the SDK of
Sawtooth.

Two methods of React Native are mainly used. First, ‘AsyncStorage’, which is a simple,
asynchronous, persistent, key-value storage system that is global to the app. This method
can be used to store information about users inside the device, accessing it even if the
device has been turned off. In particular, It is used to store the private key, password and

username of the user.

The second method of React Native is ‘Fetch’, which enable to load resources from
and send resources to remote URLs, covering networking needs. In this application, this
method is used for two operations: requesting information on a voter and on votes, and
updating a voter’s information about their preferences. In addition to these two methods,
other methods of React native used are the associated with the components life cycle, such

as ‘componentDidMount.

Regarding libraries, the data processing in the communication with the REST API of
Sawtooth requires operations of conversion, encoding and hashing. Therefore, three libraries

are used for these operations, which are ‘utf8’, ‘js-shab512’ and ‘base-64’.

The Sawtooth Javascript SDK is used to establish communication with the Sawtooth
API. However, a problem has been found. This SDK requires the use of ‘Crypto’ and
‘CBOR’ modules for encryption, encoding, hashing and signing. These modules produce
an error in React Native. According to their official website [166], this error is due to the
fact that these modules are Built-in Node modules, which do not run on devices with an

environment that run JS on JavaScriptCore.

In addition, Sawtooth SDK Javascript uses the native operation ‘randomBytes’ for the
initialisation of the private key. This operation produces an ‘old browser’ error in the mobile

display, which does not seem to be corrected for the moment.

As a solution, there are some different no official modules which try to adapt these
problematic modules for React Native. However, these modules have been tested and, gen-

erally, the response has not been positive, either for lack of support or the occurrence of new
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errors. Of these no-official modules, only one could be used, ‘react-native-securerandom’.
This module enables to replace the ‘randomBytes’ operation with one that works correctly

in React Native.

According to all this, a different solution is chosen. This solution is based on the use of
Browserify, an open tool to bundle and adapt modules in the client using the same syntax
that in Node. Therefore, any module can be used in the React Native environment as a

Build-in Node module.

Browserify is used considering some web guides to implement and provide a different
no-official version of the original Sawtooth SDK Javascript. This new version ‘Sawtooth-
SDK-React-Native’ enable to create mobile applications with React Native that supports
the SDK Sawtooth client.

Therefore, this new version of the SDK of Sawtooth is created considering the ‘react-
native-securerandom’ module, the ‘CBORJS’ with a few modifications (adapted), and the
application of Browserify tool over original Sawtooth SDK Javascript. This process is

showed in Figure 6.3.

Sawtooth SDK Javascript
<

j:[llb
; Sawtooth SDK
C BO RJ S M E[':; React Native

react-native-securerandom
Figure 6.3: Components of Sawtooth SDK for React Native

6.3 Scenario description and client functionality implementation

The architecture of a scenario of the final system is shown in Figure 6.4. It considers
the deployment of the blockchain voting platform and the smartphone application. In

particular, the architecture presents four elements, which are described below.
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7 Voting Social Choice ™

platform transaction family

HYPERLEDGER

Command Line
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Figure 6.4: Architecture of a final scenario

The first element is the Voting platform, which is the blockchain Sawtooth system. This
is deployed with the implementation of the transaction family, which applies the logic of the
system: voting operations based on Social Choice methods. This element has two interfaces,
which are a REST API and a Command Line Interface.

The REST API is used to communicate with the platform through JSON and GET
and POST requests. The Command Line Interface enables to execute text commands.
Both interfaces allow controlling the blockchain through eight possible actions. Section 5.1

presents more information on the interfaces and the transaction family.

The second element is the mobile application. This application connects to the REST
interface to send two requests: get information about a voter and about a voter, and define

preferences for voting.
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The third element is the administrator of the system, which uses the Command Line
Interface. This is the element responsible for the creation of votes and voters and for the
registration and unregistration of voters from voting. Moreover, the administrator can

obtain information about the voters and votes in order to manage the system.

The last element is an intelligent presence sensor. It has the ability to detect the presence
of a user in a certain space, such as a room, a building or space in a city. In addition, this
sensor can send REST requests to the interface of the voting platform. In this way, it can

register and unregister voters from voting.

Therefore, both the administrator and the intelligent sensor can manage the registration
and unregistration of voters, this depends on each particular application. For example, the
administrator can be responsible for registers voter in voting which does not depend on

spacial positions.

Communication between the mobile application and the REST service of the voting
platform is based on three procedures. These procedures are obtaining the URLs to which
to make requests, obtaining information from voters and votes, and requesting a change of

preferences.

First, the URL is obtained as the union of two parts, which are the IP address and port
of the REST service, the name of the transaction family. In addition, if the request is to
obtain information about an instance, the address of the voter or the voting are given in the
URL. Moreover, both the transaction family name and the address of the voter or voting

are codified to ‘UTF8’ and hashed using SHA512 cryptographic function.

Second, obtaining information about voters and votes only requires applying a ‘fecth’
operation on that the before formed URL. If a password has been defined, it is included in
the request. The answer is a JSON with a data field. This field is decoded from ‘base64’
and parsed to JSONs and lists.

Finally, the process of encoding and submitting information to the distributed ledger is
a little more complicated. This is because a series of cryptographic safeguards are required.
These are used to confirm identity and data validity. In particular, the next steps are

followed.

1. Private key and signer. The first step is to create a private key if it is not created and
stored on the device. For this, a secure random byte generator is used. Any set of 32

bytes can be used as the private key. It is used to confirm the identity of the sender
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and sign the information that is sent to the voting platform.

This key is the only way to prove the identity of a user in the blockchain and cannot
be retrieved. Therefore, it is important that its storage on the mobile device is se-
cure. However, this aspect is considered beyond this work since efforts are focused on
demonstrating the validity of the proposed solution and not on covering all aspects of

a final product.

. Payload. After creating the private key, the payload is encrypted. Transaction pay-

loads are composed of binary-encoded data that is opaque to the blockchain. The
logic for encoding and decoding depends on the transaction family definition. As a

result, there are many possible formats.

In particular, the recommendation of Sawtooth documentation is to use ‘CBOR’ cod-
ification. It is used to encode a payload that contains the needed information to
change the voter’s preferences. This data includes the name of the method for chang-
ing preferences, the name of the voter and of the voting, and a dictionary with the
preferences. The format of this information should follow the format defined in the

method, which is described in Section 5.1.

. Transaction. The changes of states of the blockchain are defined in transactions. They

are formed of a binary-encoded payload, which contains the data; a binary-encoded
transaction header, which contains cryptographic safeguards and metadata; and a
signature of that header. The cryptographic safeguards are the public keys associated
with the signatures and a hash of the payload bytes.

The metadata of the header is defined considering information for routing a transac-
tion to the correct transaction family. This information includes input and output
state addresses, references to other transactions, and the transaction family name and

version.

In this particular application, there are no dependencies with other transactions. The
inputs and outputs are the state addresses that can be read and written. They are
considered for reasons of efficiency and security. In this case, they are the addresses
of the voter and the voting. For more information on the addresses of the state see
Section 2.4.4.

Once the transaction header is constructed, it is signed with the private key. This
header signature is the ID of the transaction. Then, the header bytes, the header

signature, and the payload bytes are used to form the transaction.

4. Batch. When one or more transactions are declared, they are grouped in a batch. In
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this application there are no dependent transactions, so the defined batch includes
only one transaction at a time. A dependent transaction is a transaction that is

executed if and only if others are also executed at the same time.

However, even if a transaction is not dependent on any other, it must be submitted
in a Batch. For this, a batch header is also created. This includes the public key and
a list of transactions’ ID, which is the signature of the transaction header. Then, the
header is signed and the signature is the ID of the Batch. Finally, the Batch is formed

using the header bytes, the header signature, and the list of transactions.

. Submitting of the batches. In this application, the REST API is used to submit
the batch bytes to the platform. For this, a POST request is sent to the ‘/batches’
endpoint of the IP address and port of the REST service. This request has a body

with the batch bytes and is sent using the ‘fetch’ method. Then, new preferences are
loaded.
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CHAPTER

Conclusions

This chapter presents three closing sections of the project. First, the objectives achieved
are presented and described. Second, the most relevant conclusions about the project are

presented. Finally, future work is discussed.
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7.1 Achieved Goals

In this master thesis, a set of goals were established. This section presents a summary of

the final outcomes in order to evaluate the fulfilment of those goals.
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. A Social Choice model, which enable to apply voting methods from Social Choice

theory has been defined and implemented. For this, eight voting methods, an evalua-
tion method, a historical record and some theoretical characteristics of the model has
been implemented. In particular, this model has been implemented using the Python

language, providing a free and open source installable software package.

. A simulation tool which enables to study the case of uses related to Social Choice

models in smart environments has been defined and implemented. In addition, this
tool has been used to carry out a study of a proposed case of use. This case of use
has been based on improving the thermal comfort of occupancy in smart buildings
using voting methods. This study has provided interesting results on the usefulness
of voting methods to increase the quality of life in smart environments. For the
evaluation, two metrics of thermal comfort and one of satisfaction with the voting

results were considered.

. A voting platform based on blockchain technology has been designed and imple-

mented. This platform enables to define voters and votes to apply methods of Social
Choice theory. All information about voters, votes and results is stored in a dis-
tributed ledger. Users can use this platform through a command line interface or a
REST API. This platform has been implemented using Hyperldeger Sawtooth and

the deployment is based on Dockers containers.

. An ontology has been defined. This ontology enables a definition of the informa-

tion provided by the voting platform that is more understandable for humans and
machines. Thus, it improves the use and the integration of the platform. For the

definition of the ontology, OWL semantic technology has been used.

. A mobile application has been designed and implemented. It allows users of an

smart environment to use the voting platform. The implementation has been done
using React Native. In this manner, the application is available for both iOS and
Android. This application allows voters to manage their voting preferences and know

information about them.
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7.2 Conclusion

Smart cities can improve quality of life of the citizens satisfying their needs and demands.
For this, citizens can participate in the definition of the services, which can operate con-
sidering citizens preferences and opinions. This process is the empowerment of citizens or

‘democratisation’.

Smart buildings can be seen as components of smart cities. Thus, smart buildings are
a interesting way to study smart city developments. Both usually considers the Internet of
Things and Ambient Intelligence technologies to provide a smart environment, which can
be aware of the preferences and actions of the people. It enable to improve the well-being

of the people.

Usually, the smart environments provide shared services. In this situation, they should
consider preferences from multiple users and use this information to maximise their welfare.
A solution is the consideration of Social Choice theory, which defines voting methods to

obtain a overall social preferences from combination of individuals preferences.

Therefore, a Social Choice model is defined and implemented in this work. This model
is developed considering different features and components. The features consider aspects
of Social Choice theory such as the modelling of votes or the application of randomisation

techniques.

The components enable to apply operations required to transform preferences in a rank-
ing of winners. This is, they are used to apply voting methods. For example, filtering, fitting
or calculation operations are considered. In addition, other components enable to calculate
evaluation metrics of voting methods and a record of historical results. In particular, eight

voting methods have been implemented.

Approaching an Internet of Things and Ambient Intelligence deployment is quite at-
tractive in order to implements and experiment with different service models. However,
this involve considerable economic and time costs and has risks related to the validity and
usefulness of a considered service model. Because of this, considering a simulation model
is a good alternative, which enables to study applications in smart environments without

these drawbacks.

Thus, a model of simulation is design and implemented with the goal of studying a case

of use based on applying voting methods to improve the thermal comfort of occupants in
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a smart building. In particular, a Multi-Agent System is implemented, which is a suitable
combination of social science and computing. It is constituted by occupation and HVAC sys-
tems agents. The behaviour of occupants agents is modelled considering non-homogeneous

Markov chains and schedules. In addition, each occupant has a preference of temperature.

Moreover, a physical thermal model is implemented in the simulation model, which
enables to model the temperature. For this, thermal zones and the heat balance method
are considered. Comfort evaluation methods are used to know the occupant comfort with
the temperature in a room. For this, two methods are considered, which are the Fanger’s
method and a method proposed based on thermal perception. In addition, the satisfaction

of the occupants with the voting method is also considered.

An experiment is carried out simulating a real scenario to study the eigth proposed
voting methods. This has obtained four main interesting results, which are the following.
First, considering methods such as voting methods which enable to adapt services to the
preferences of the people increases their comfort and satisfaction. Second, the definition of
evaluation methods of comfort which considers individual preferences are useful to evaluate

services.

Third, allowing voters to grade all the voting candidates produces more representative
results of the collective. Fourth, the best voting methods are those which consider more
information about the preferences of voters. In addition, the modelling of votes must be done

according to the voting method chosen, avoiding to produce noise or to waste information.

A solution which enables to democratises services in smart environments is the deploy-
ment of platforms. They allow citizens to participate in voting or debating processes to
reflect their opinion and preferences. Thus, platforms can consider the preferences of the

citizens to apply methods which enable increase their quality of life.

In this work, a voting platform is implemented. For this, blockchain technology is used.
Blockchain has been proposed to voting related systems such as E-voting since it provides
secure communication platforms. In particular, the voting platform is implemented using

Hyperledger Sawtooth.

The platform is implemented considering multiple identical nodes forming a network.
Each node has six main components and a copy of the blockchain. Each of these components
is defined accordingly to the voting application. They have specific function, such as work

as clients of the application, manage the settings and apply consensus algorithms.
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In particular, there is a main component which provides the application functional-
ity. This component defines the data model of the application, applies the operations and

manages the business logic. Therefore, it integrates the Social Choice model.

In this manner, a platform which allows users to apply voting methods on the config-
uration of services and store the information securely in a blockchain is provided. For its
use, six different actions have been implemented, which enable to apply operations such as

defining a voter, configuring preferences and applying voting methods.

In order to move the information provided by the voting platform from data to semantic
concepts an ontology is defined. It increases the precision and efficiency in the use of infor-
mation, promoting greater consistency and understanding of the meaning of information to

both humans and computing systems.

The proposed ontology considers seven classes, twelve relations and five data properties
to define concepts used by the voting platform. Thus, this ontology considers aspects
concerning to the Social Choice model. For this, no ontology already defined has been
found. In particular, the proposed ontology is used to define a knowledge exchange system
based on a REST API.

Smartphones are a important tool of smart environments, which enable that services
can be autonomously adjusted in real time. They can interact with the smart environments
using an IP connection over a data-link service. Therefore, in addition to the platform,
a mobile application which allows users to use the voting platform is implemented in this

work.

This application is implemented using React Native framework, which enables to de-
ploy a application in both iOS and Android operative systems. The development of the
application is based on the use of a set of Ul components and the implementation of client

functionality.

For this, one of the requirements is to use a Sawtooth module. This led to compatibility
problems, which are solved using additional tools. In this way, a client which allows users
to reflect their preferences to the voting platform and know information about votes is

provided. In addition, a possible final deployment scenario is described.
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7.3 Future work

This project has completed tasks related to several technological lines. Each one of these

lines can be continued with future work. Some aspects of this future work have already

been named throughout this document as work beyond this project. Others are related

to new paths different from the ones considered in this project. Some of the tasks which

can be completed as future work are presented below. This has the goal of motivating

growth of the development and research work carried out in this project. In order to better

representation and description of this future work, the task is presented are ordered items.

In particular, ten tasks have been proposed, which are the following.
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. Implementation and deployment of a proxy component for the voting platform. This

task is based on the implementation and integration of a proxy in the voting plat-
form. For this, the Sawtooth SDK could be used. This proxy enables to manage the

authentication levels of the platform.

. Use of the ontology proposed in this work in the REST service of the voting platform.

The future task to integrate the proposed ontology in the proxy or REST service of
the platform. This enables to provide various advantages, which has been commented

in this work, such as improved understanding and integration.

. Deployment of a version of the platform with multiple validating nodes. The future

task to replicate the deployment made in this work in multiple nodes. The competition

of this task is required for deployments in real environments.

. Definition of a private key generation method for the voting platform. This task

considers the definition and implementation of a mechanism for the definition of a
private user key according to an identification method. This method can be controlled
by the user, such as an electronic ID, or a mechanism managed by an administrator,
such as previous physical registrations. This task enables to provide more security to
the platform and facilitate the identification of participants, which is really interesting

in a voting system.

. Extension of the Social Choice model. This future work considers the extension of the

voting model through the consideration of new voting methods and new evaluation
measures. In addition to this, it is proposed as an interesting future work the consid-
eration of ‘unfair’ participants, who apply voting strategies that involve defining false
preferences. For this, it is proposed as an option the use of a voting record, which

enable to evaluate when users modify their preferences suspiciously.
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10.

. Definition of new case studies. In this project, several case studies related to smart

cities and smart buildings have been discussed. In particular, an application related
to the HVAC system in an intelligent building has been considered. Therefore, this
future task aims to propose new use cases, which can be studied in the simulation

tool.

. Physical deployment of the solution (complete or partial). This future task enables

to test the proposed solution in a real scenario to assess it and generate new future
tasks. As a possible initial scenario, the deployment is proposed in a set of rooms.

Later, it can be extended to a building and finally to a city.

. Testing of the mobile application with real users. This task enables to obtain feedback

from real users to improve the functional and non-functional requirements of the

mobile application and voting system.

. Use of other technologies of smart environments. There are situations in which voters

do not directly provide their preferences, either due to incapacity or idleness. In this
situation, a future task is to use monitoring technologies, such as sentiments detection
using facial recognition. It enables to know the level of satisfaction of all users, even
when they do not participate in the voting. Other technologies such as machine

learning algorithms also can be used.

Application of the solution in a political E-Voting application. As a future task, it is
proposed to study the use of the voting platform in an electronic voting application
for political elections. This future task is considered really interesting because of its
social value. In fact, some countries such as Estonia have already considered these
systems. Moreover, these systems enable to expand the concept of democracy towards

a more participatory society.
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APPENDIX

Ethical, economic, social and environmental

aspects

This appendix presents the possible ethical, economic, social and environmental impacts as-
sociated with this work. Therefore, this section approach aspect related to the responsibility
of practical application of engineering, such as social and environmental impact, commit-

ment to professional ethics, responsibility, legality and standards of the practical application

of engineering.
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A.1 Introduction

This paper has proposed a solution to implement and deploy a voting platform. This
platform allows users in an intelligent space to vote, transmitting their preferences on the
possible configurations of services and systems. In particular, an intelligent building has
been considered as the case of use. However, the potential use of these voting systems in

other uses, such as smart cities and e-voting systems, has been also discussed in this work.

In addition to the voting platform, a mobile application has been designed and imple-
mented. It can be used as a client of the voting platform, allowing users to vote. In this
way, the users’ smartphone can communicate with sensors deployed in the intelligent envi-
ronment, which know if a user is in a location. Thus, the sensors can register them in a

vote, allowing them to vote.

Before the implementation of the voting platform and the mobile application, a study
of voting methods have been carried out using social simulation techniques. All of these
aspects have a set of ethical, social, economic and environmental implications, which are

discussed below.

A.2 Ethical and professional implications

The voting platform implemented in this project stores user data. Although these data
are not necessarily identifying since they do not consider real names but nicknames or
usernames, the fact that in the voting platform users reflect a preference must consider.
This preference can be, according to its purpose, sensitive information. Therefore, the
processing of these data must provide guarantees to users, relating to the use of data and
privacy. In fact, security aspects are essential in voting systems, and this consideration has

determined which technology has been chosen to implement the solution.

Moreover, the voting process involves a temporary monitoring mechanism. This infor-
mation, about when someone did something must also be protected. This is related to
another aspect to consider, which is that the system of registering voters in a vote can be
done by sensors. These sensors can know information about the actions of the users in
intelligent space. The storage of this information and the delimitation of its use is also an

aspect that must be considered.

Finally, the application of a study using social simulation has required knowledge about
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the activity of people in a building. This data has been obtained anonymously and informing
the participants about the purpose of the survey. All before named aspects related to data

must comply with the ‘European General Data Protection Regulation 2016/679’.

Professional aspects related to intellectual property rights do not apply since all the

software used is open source and free license.

A.3 Social impact

The aim of this work is to achieve a strong social impact. Although effort has been dedicated
to performing a study based on simulations, the ultimate goal of this work is the deployment
of a system usable by people. Moreover, this system is designed, implemented and deployed
to improve the quality of life of people. In particular, it aims to improve the lives of all

citizens residing in cities with a smart environment.

The improvement of citizens’ lives is achieved through empowerment. This is because
citizens are provided with a way to express their opinion and increase their participation in
public and also private systems and services. This can enhance the quality of the systems
and services provided at the same time as institutions and organisations obtain greater

knowledge about their users.

With a view to the future, the system proposed in this paper can favour a democrati-
sation of society. It can support democratic systems and institutions, favouring greater
participation, a service of greater security and integrity and a means of increasing the

number of decisions in which citizens can participate.

There are problems related to e-accessibility. They can affect elderly people and those
who by personal choice or incapacity have difficulties to use smartphones and mobile ap-
plications. Although the usability of the system has been taken into account, it requires a
minimum of familiarisation with the technology and the availability of a smartphone. This

problem can generate social discrimination and social isolation.

Although a functional solution has been proposed, this work is focused on future gen-
erations. Thus, it is considered that most of the problems will be mitigated. However,
alternative solutions for specific situations, such as disabilities, must be considered. In this

case, the best solution is to work with public institutions to provide adequate alternatives.

Considering other social aspects, the proposed system provides mechanisms of non-
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discrimination and non-judgement, where users are considered with full equality.

A.4 Economic impact

This project proposes an implementation of a system that allows people to express their
opinion on systems and services. This can not only enhance the quality of the systems and
services provided but also provide valuable information to institutions and organizations.
This information can be transformed into costs reduction and improved integration and

social acceptance of innovation.

In addition, knowing people’s preferences also enables the development of new business
models. Moreover, the improvement of people’s quality of life is related to an improvement
in the performance of tasks and labour productivity. Furthermore, if the system is used for

an e-voting solution, it can reduce the costs required for voting.

On the other hand, it is necessary to consider the costs associated with the deployment
and maintenance of the system. These costs will be higher when the solution is bigger.
However, technologies such as cloud computing can be used to improve performance and

reduce costs.

A.5 Environmental impact

This work has three main environmental impacts. The first one is related to the batteries
of the smartphones since they are used by the users of the system. The second corresponds
to the energy consumption of the system deployment, which can be lower if solutions such

as cloud computing are considered.

The third and most important one is related to the sensors of the intelligent environment.
These sensors must be, when possible, connected to the power line. However, it is not always

possible and batteries will be required. In addition, these sensors will eventually be replaced.

Therefore, it is necessary to consider solutions related to batteries, such as making
them as durable as possible and with a lower contamination impact. In addition, it is
necessary to use sensors of minimum consumption. Moreover, It is interesting to use sensors
manufactured with recyclable materials. In this project, a blockchain solution which reduces

energy consumption has been considered.
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Economic budget

This appendix presents the economic budget required to carry out this project. In particular,

costs related to material, licences and human resources are described.
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B.1 Material resources and licences

In order to carry out this project, the following material resources have been used. First,
a personal computer which has been used for all tasks, both for the design and implemen-
tation of the mobile application and voting platform and for the implementation and use
of the simulation tool. Therefore, it has also been used for the study of voting models.
Second, a smartphone with Android operating system that has been used to test the mobile
application. In particular, the cost of a personal computer was approximately 500 euros.

The cost of the smartphone was 200 euros.

The voting service could be deployed in a cloud service to test the deployment in a
real-world scenario. In this case, it is necessary to consider the costs of a Dockers container
deployment service, such as Amazon Web Services. Prices vary depending on the provider
and the extension of the service. A cost of 40 euros per month is considered as a minimum

requirement for testing the deployed service.

Moreover, the economic cost could consider other aspects of the deployment such as

sensors. However, this aspect is considered beyond the scope of this project.

The need to acquire licenses is not considered since all the software and tools used are

free and open-source.

B.2 Human resources

Considering the work of one person, approximate time of seven months working part-time
is required to carry out this project. This consideration includes the time employed in the
study of the state of the art and tools, the designing, developing and testing of the systems,

and the obtaining and analysis of simulation results.

According to this, the salary of an engineering graduate part-time working is considered.
In particular, a salary of 600 euros is considered. Therefore, the cost of human resources
is of approximately 600x7 euros per month, which is 4.200 euros in total. As can be seen,
this cost does not include the post-project maintenance and operation. Moreover, if a
deployment is made, the costs of installation personnel should be considered, which beyond

the scope of this project.
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Installation, deployment and configuration

of the systems

This appendix presents considerations related to the systems developed in this project. In
this way, a description of aspects related to installation, use and additional documentation
is presented. In particular, this appendix consists of four sections, which present the Social
Choice model software package, the simulation software tool, the voting blockchain platform

and the mobile application.
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The belief that the free and open-source software is a fundamental complement to re-
search works in computer sciences is considered in this work. This is because it enables to
verify results and to perform new research. In addition, providing the software enables new
lines of work to extend, reuse and improve it. Therefore, all software implemented in this

project is provided as free and open source software.

C.1 Social Choice Model

This software enables to use of a Social Choice model. In particular, it provides voting
methods, mechanisms for filtering and fitting of votes, and evaluation methods based on

satisfaction with the winners.

This software has been called SocePy (Social Choice in Python). This is implemented
in Python and is provided as an installable Pip package. This way, the package can be
installed using the next command: ‘pip install socepy’. A Python 3 version or higher is

required for installation and use.

The source code, a test file of the methods and additional information is provided in the

Github repository! of the package.

C.2 Modelling and Simulation tool

This tool enables to simulate models oriented to people in spaces. In particular, the tool has
been implemented to model occupants in a smart building. In addition, it models electrical
systems, such as HVAC systems or lighting. This tool has been implemented using Python
and packages such as Mesa and Transaction. A Python 3 version or higher is required for

installation and use.

The source code and additional information about the software are provided in the
Github repository? of the project. Moreover, detailed documentation is provided in Read
the Docs3.

"https://github.com/gsi-upm/SocePy
https://github.com/gsi-upm /soba
3https://soba.readthedocs.io/en/latest/
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C.3 Voting platform

The voting platform enables to apply Social Choice theory methods remotely and record the
information in a blockchain. Sawtooth SDK Python has been used for the implementation.

More about this SDK is described in the official Sawtooth documentation?.

The implemented voting platform is provided in a github repository®. The Docker tool
and Docker-compose are required for its use. Information about its installation can be found

on the official websites® 7.

The deployment of the platform is based on the source code provided in the reposi-
tory and some configuration and deployment files. The main configuration file is used by
the Docker tool to launch the platform. In particular, the configuration file is a Docker-

compose.yaml, which is presented below.

version: 3.6’

services:

settings-tp:
image: hyperledger/sawtooth-settings-tp:nightly
container_name: sawtooth-settings-tp
depends_on:
- validator
command: |
bash -c "settings-tp -vv -C tcp://validator:4004"
stop_signal: SIGKILL

soce—tp-python:
build:
context:
dockerfile: examples/soce_python/Dockerfile
args:
- http_proxy
- https_proxy
- NO_proxy
image: soce-tp-python-local:${ISOLATION_ID}

volumes:

“https://sawtooth.hyperledger.org/docs/core/releases/1.1.5/
Shttps://github.com/gsi-upm /sawtooth-soce
Shttps://docs.docker.com/v17.09/engine/installation/
"https://docs.docker.com/compose/install/
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- ./:/project/sawtooth-sdk-python
container_name: soce-tp-python-local
depends_on:

- validator
command: |

bash -c "

bin/protogen

cd examples/soce_python

python3 setup.py clean --all

python3 setup.py build

soce-tp-python -vv -C tcp://validator:4004

stop_signal: SIGKILL

client:
image: hyperledger/sawtooth-shell:nightly
container_name: sawtooth-shell
depends_on:
- validator
command: |
bash -c "sawtooth keygen && tail —-f /dev/null"
volumes:
- ./bin:/home/sawtooth/bin
- ./examples/soce_python/sawtooth_soce:/home/sawtooth/sawtooth_soce
- ./examples/soce_python/sawtooth_soce:/usr/lib/python3/dist-packages
/sawtooth_soce
- ./bin/soce-tp-python:/usr/bin/soce-tp-python
- ./bin/soce:/usr/bin/soce

stop_signal: SIGKILL

validator:
image: hyperledger/sawtooth-validator:nightly
container_name: sawtooth-validator
expose:
- 4004
- 8800
- 5050
ports:
- "4004:4004"
command: |
bash -c¢ "
sawadm keygen
sawset genesis \
-k /etc/sawtooth/keys/validator.priv \

-0 config-genesis.batch && \




C.3. VOTING PLATFORM

sawset proposal create \
-k /etc/sawtooth/keys/validator.priv \
sawtooth.consensus.algorithm.name=Devmode \
sawtooth.consensus.algorithm.version=0.1 \
-o config.batch && \
sawadm genesis config-genesis.batch config.batch && \
sawtooth-validator -vv \
——endpoint tcp://validator:8800 \
——bind component:tcp://eth0:4004 \
——-bind network:tcp://eth0:8800 \
—-bind consensus:tcp://eth0:5050 \

stop_signal: SIGKILL

rest—api:
image: hyperledger/sawtooth-rest-api:nightly
container_name: sawtooth-rest-api
ports:
- "8008:8008"
depends_on:
- validator
command: |
bash -c "sawtooth-rest-api -v —-connect tcp://validator:4004 --bind
rest—-api:8008"
stop_signal: SIGKILL

devmode-rust:
image: hyperledger/sawtooth-devmode—-engine-rust:nightly
container_name: sawtooth-devmode-engine-rust

depends_on:

- validator
command: |
bash -c "devmode-engine-rust -v --connect tcp://validator:5050"

stop_signal: SIGKILL

Accordingly, two steps are required for the deployment of the voting platform, which are
as follows. First, download source code from the Github repository: ‘git clone https://github.com/gsi-
upm/sawtooth-soce’. Second, deployment of the platform using the configuration file:

‘docker-compose -f sawtooth-soce/docker-compose.yaml up’.
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C.4 Mobile application

This application is provided to be used as a client of the voting platform. For its implemen-
tation, React Native has been used. Therefore, it is required for use. The official website®

describes the steps for its installation.

The execution of the application can be done using a browser-based client (called Expo)

or with Android studio. Both options are explained in React Native website.

The source code of the application is provided in a Github repository”. In this repository

is also the Sawtooth module for React Native implemented in this project.

Shttps://github.com/gsi-upm /react-native-soce
“https://facebook.github.io/react-native,/
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Ontology proposed

In this appendiz, the ontology proposed in this work is presented. In addition, this appendiz

presents an example of use of this ontology.
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D.1 Definition of the ontology proposed

Section 5.3 presents an ontology, which has been proposed to define the information provided
by the REST API of the voting platform. The complete definition of this ontology is

presented below in Turtle format.

@prefix : <http://www.semanticweb.org/merinom/ontologies/2019/4/untitled-
ontology—-30#>

@prefix dbp: <http://dbpedia.org/page/>

@prefix owl: <http://www.w3.0rg/2002/07/owl#>

@prefix rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax—-ns#>

@prefix xml: <http://www.w3.o0rg/XML/1998/namespace>

@prefix xsd: <http://www.w3.0rg/2001/XMLSchema#>

@prefix rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

@prefix soce: <http://www.gsi.dit.upm.es/ontologies/soce#>

@base <http://www.semanticweb.org/merinom/ontologies/2019/4/untitled—
ontology—-30>

FHAHH A S
# Classes

FHEFH A H AR A AR A A R R R

### http://dbpedia.org/page/Social_Choice
dbp:Social_Choice rdf:type owl:Class

### http://dbpedia.org/page/Voter
dbp:Voter rdf:type owl:Class

### http://dbpedia.org/page/Voting
dbp:Voting rdf:type owl:Class

### http://dbpedia.org/page/Voting_method
dbp:Voting_method rdf:type owl:Class

### http://www.gsi.dit.upm.es/ontologies/soce#Configuration

soce:Configuration rdf:type owl:Class

### http://www.gsi.dit.upm.es/ontologies/socef#Preference

soce:Preference rdf:type owl:Class

### http://www.gsi.dit.upm.es/ontologies/soce#Voting result

soce:Voting_result rdf:type owl:Class

114



D.1. DEFINITION OF THE ONTOLOGY PROPOSED

SRR R R R AR R R R i i i ki
# Object Properties
B i i

### http://www.gsi.dit.upm.es/ontologies/socef#appliesVotingMethod
soce:appliesVotingMethod rdf:type owl:0bjectProperty ;

rdfs:domain dbp:Voting ;

rdfs:range dbp:Voting_method

### http://www.gsi.dit.upm.es/ontologies/soce#considersVoter
soce:considersVoter rdf:type owl:ObjectProperty ;
rdfs:domain dbp:Social_Choice ;

rdfs:range dbp:Voter

### http://www.gsi.dit.upm.es/ontologies/socef#fdefinesPreference
soce:definesPreference rdf:type owl:0bjectProperty ;
rdfs:domain dbp:Voter ;

rdfs:range soce:Preference

### http://www.gsi.dit.upm.es/ontologies/socef#hasConfiguration
soce:hasConfiguration rdf:type owl:0bjectProperty ;
rdfs:domain dbp:Voting ;

rdfs:range soce:Configuration

### http://www.gsi.dit.upm.es/ontologies/socefhasFirstPlaceWinner
soce:hasFirstPlaceWinner rdf:type owl:0ObjectProperty ;
rdfs:domain soce:Voting_result ;

rdfs:range soce:Configuration

### http://www.gsi.dit.upm.es/ontologies/soceffhasSecondPlaceWinner
soce:hasSecondPlaceWinner rdf:type owl:0bjectProperty ;
rdfs:domain soce:Voting_result ;

rdfs:range soce:Configuration

#4# http://www.gsi.dit.upm.es/ontologies/soce#hasThirdPlaceWinner
soce:hasThirdPlaceWinner rdf:type owl:0ObjectProperty ;
rdfs:domain soce:Voting_result ;

rdfs:range soce:Configuration

### http://www.gsi.dit.upm.es/ontologies/soce#isRegisteredInVoting

soce:isRegisteredInVoting rdf:type owl:0bjectProperty ;
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i #

Soce:

##4

soce

##4#

Soce:

##H4

Soce

rdfs:domain dbp:Voter ;
rdfs:range dbp:Voting

http://www.gsi.dit.upm.es/ontologies/soceffobtainsVotingResult
obtainsVotingResult rdf:type owl:0bjectProperty ;
rdfs:domain dbp:Voting ;

rdfs:range soce:Voting_result

http://www.gsi.dit.upm.es/ontologies/socefperformsVoting

:performsVoting rdf:type owl:0bjectProperty ;

rdfs:domain dbp:Social_Choice ;

rdfs:range dbp:Voting

http://www.gsi.dit.upm.es/ontologies/socef#referencesVoting
referencesVoting rdf:type owl:0bjectProperty ;
rdfs:domain soce:Preference ;

rdfs:range dbp:Voting

http://www.gsi.dit.upm.es/ontologies/soce#valuesConfiguration

:valuesConfiguration rdf:type owl:0ObjectProperty ;

rdfs:domain soce:Preference ;

rdfs:range soce:Configuration

FREFE SRR A R R R R

#

Data properties

FHAHFEE A A R A R R R R S R R R R

##4

Soce:

#H4

sSoce

#H##

Soce

#H#

sSoce

http://www.gsi.dit.upm.es/ontologies/socefconfigurationValue
configurationValue rdf:type owl:DatatypeProperty ;
rdfs:domain soce:Configuration ;

rdfs:range xsd:string

http://www.gsi.dit.upm.es/ontologies/socefmethodName

:methodName rdf:type owl:DatatypeProperty ;

rdfs:domain dbp:Voting_method ;

rdfs:range xsd:string

http://www.gsi.dit.upm.es/ontologies/soce#preferencevValue

:preferenceValue rdf:type owl:DatatypeProperty ;

rdfs:domain soce:Preference ;

rdfs:range xsd:integer

http://www.gsi.dit.upm.es/ontologies/soce#voterName

:voterName rdf:type owl:DatatypeProperty ;

rdfs:domain dbp:Voter ;
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##4

rdfs:range xsd:string

http://www.gsi.dit.upm.es/ontologies/socef#votingName

soce:votingName rdf:type owl:DatatypeProperty ;

rdfs:domain dbp:Voting ;

rdfs:range xsd:string

D.2 Example using the ontology

An example using the proposed ontology is presented below. In particular, this example

considers a situation in which a voter participates in two votes: a selection of music type

and temperature. Each voting has three possible configurations. The voter determines the

value of a vote for each configuration, which is the preference. In this way, each voting gets

a result with the ranking of the winners. This example is presented in JSON-LD format.

by

"@context": {
"owl": "http://www.w3.0rg/2002/07/owl#",
"rdf": "http://www.w3.0rg/1999/02/22-rdf-syntax-ns#",
"rdfs": "http://www.w3.0rg/2000/01/rdf-schema#",
"soce": "http://www.gsi.dit.upm.es/ontologies/soce#",

"xsd": "http://www.w3.0rg/2001/XMLSchema#"

"@graph": [
{
"@id": "soce:Voting_Music",
"Qtype": [

"http://dbpedia.org/page/Voting",
"owl:NamedIndividual"
1,
"soce:appliesVotingMethod": {
"@id": "soce:Voting_ Method_Borda"
by
"soce:hasConfiguration": [
{
"@id": "soce:Configuration_Music_2"
}y
{

"@id": "soce:Configuration_Music_3"
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"@id": "soce:Configuration_Music_1"

1,

"soce:obtainsVotingResult": {
"@id": "soce:Voting Result_1"

Yy

"soce:votingName": "Music"

"@id": "soce:Voter_1",
"@type": [
"owl :NamedIndividual",
"http://dbpedia.org/page/Voter"
I

"soce:definesPreference": [
{
"@id": "soce:Preference_Music_3"
b
{
"@id": "soce:Preference_Music_2"
b
{
"@id": "soce:Preference_Music_1"
b
{
"@id": "soce:Preference_Temperature_1"
b
{
"@id": "soce:Preference_Temperature_3"
b
{
"@id": "soce:Preference_Temperature_2"

Is
"soce:isRegisteredInVoting": [

{

"@id": "soce:Voting_Temperature"
b
{
"@id": "soce:Voting_Music"
}
1,
"soce:voterName": "VoterUsername"
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"@id": "soce:Social_Choice_Building",
"Qtype": [
"owl :NamedIndividual",
"http://dbpedia.org/page/Social_Choice"
I
"soce:considersVoter": {
"@id": "soce:Voter_ 1"
by
"soce:performsVoting": [

{

"@id": "soce:Voting_ Temperature"
}y
{
"@id": "soce:Voting_ Music"
}
1
"@id": "soce:Preference_Music_1",
"Qtype": [

"owl:NamedIndividual",
"soce:Preference"

1,

"soce:preferencevValue": 0,
"soce:referencesVoting": {

"@id": "soce:Voting_Music"
br
"soce:valuesConfiguration": {

"@id": "soce:Configuration_Music_1"
}
"@id": "soce:Preference_Music_3",
"Qtype": [

"owl:NamedIndividual",
"soce:Preference"
I
"soce:preferencevValue": 8,
"soce:referencesVoting": {
"@id": "soce:Voting_Music"
by

"soce:valuesConfiguration": {

"@id": "soce:Configuration_Music_3"
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"@id": "soce:Preference_Music_2",
"Qtype": [
"owl :NamedIndividual",
"soce:Preference"

1,

"soce:preferencevValue": 4,
"soce:referencesVoting": {
"@id": "soce:Voting_Music"
Hy
"soce:valuesConfiguration": {
"@id": "soce:Configuration_Music_2"
}
}s
{
"@id": "soce:Preference_Temperature_1",
"@type": [

"owl :NamedIndividual",
"soce:Preference"

1,

"soce:preferenceValue": -6,
"soce:referencesVoting": {
"@id": "soce:Voting_Temperature"
br
"soce:valuesConfiguration": {
"@id": "soce:Configuration_Temperature_1"
}
bo
{
"@id": "soce:Preference_Temperature_2",
"Qtype": [

"soce:Preference",
"owl:NamedIndividual"
Is
"soce:preferencevValue": 5,
"soce:referencesVoting": {
"@id": "soce:Voting_Temperature"
s
"soce:valuesConfiguration": {

"@id": "soce:Configuration_Temperature_2"
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"@id": "http://www.semanticweb.org/merinom/ontologies/2019/4/untitled
-ontology-30",

"Qtype": "owl:Ontology"

s

{
"@id": "soce:Preference_Temperature_3",
"Qtype": [

"owl :NamedIndividual",
"soce:Preference"

1,

"soce:preferenceValue": 8,
"soce:referencesVoting": {
"@id": "soce:Voting_ Temperature"
by
"soce:valuesConfiguration": {
"@id": "soce:Configuration_Temperature_3"
}
}y
{
"@id": "soce:Voting_Result_2",
"@type": [

"soce:Voting_result",
"owl :NamedIndividual"

1,

"soce:hasFirstPlaceWinner": {
"@id": "soce:Configuration_Temperature_3"
br
"soce:hasSecondPlaceWinner": {
"@id": "soce:Configuration_Temperature_2"
br
"soce:hasThirdPlaceWinner": {
"@id": "soce:Configuration_Temperature_1"
}
br
{
"@id": "soce:Configuration_Temperature_2",
"Qtype": [

"soce:Configuration",
"owl :NamedIndividual"

1,

"soce:configurationValue": 24
by
{
"@id": "soce:Voting_Result_1",
"Qtype": [
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"soce:Voting_result",
"owl :NamedIndividual"

J 4

"soce:hasFirstPlaceWinner": {
"@id": "soce:Configuration_Music_3"
b
"soce:hasSecondPlaceWinner": {
"@id": "soce:Configuration_Music_2"
br
"soce:hasThirdPlaceWinner": {
"@id": "soce:Configuration_Music_1"
}
bo
{
"@id": "soce:Voting_ Temperature",
"Qtype": [

"owl :NamedIndividual",
"http://dbpedia.org/page/Voting"
1,
"soce:appliesVotingMethod": {
"@id": "soce:Voting_ Method_Borda"
by

"soce:hasConfiguration": [

{

"@id": "soce:Configuration_Temperature_1"

"@id": "soce:Configuration_Temperature_3"

"@id": "soce:Configuration_Temperature_2"

1,

"soce:obtainsVotingResult": {
"@id": "soce:Voting_Result_2"

b

"soce:votingName": "Temperature"

"@id": "soce:Voting_ Method_Borda",
"@type": [
"owl :NamedIndividual",
"http://dbpedia.org/page/Voting_method"
1,

"soce:methodName": "borda-voting"
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"@id": "soce:Configuration_Music_2",

"Qtype": [
"owl :NamedIndividual",

"soce:Configuration"

1,

"soce:configurationValue": "Pop"
"@id": "soce:Configuration_Music_1",
"Qtype": [
"soce:Configuration",
"owl :NamedIndividual"
1,
"soce:configurationValue": "Rock"
"@id": "soce:Configuration_Temperature_1",
"Qtype": [
"soce:Configuration",
"owl :NamedIndividual"
1,
"soce:configurationValue": 22
"@id": "soce:Configuration_Music_3",
"Qtype": [
"soce:Configuration",
"owl :NamedIndividual"
i
"soce:configurationValue": "ChillOut"
"@id": "soce:Configuration_Temperature_3",
"Qtype": [
"owl:NamedIndividual",
"soce:Configuration"
I
"soce:configurationValue": 26
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